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M #103

‘When managing a geographically distributed cybersecurity team, which of the following tools is essential for maintaining effective
communication?

Response:

A. Weekly status reports

B. Physical office visits

C. Centralized file storage

D. Video conferencing tools such as Zoom or Microsoft Teams

IEf#: D

H #104
What is a common mistake leaders make when implementing organizational change in cybersecurity?
Response:

A. Over-communicating the benefits of the change

B. Setting realistic goals and expectations

C. Not addressing the concerns and fears of the team members
D. Encouraging team members to participate in decision-making

Ef#: C

H #105

Your organization is preparing to launch a new product that mvolves processing sensitive customer data. While the product
development team is focused on speed to market, you have identified significant data protection risks that need to be addressed in
the cybersecurity strategy. How would you align the security strategy with the business objective of launching the product quickly?
Response:

¢ A Eliminate all data protection measures to speed up the product launch

¢ B. Ignore the security concerns to meet the launch deadline

e C. Work with the product team to implement essential security measures that protect sensitive data, prioritize critical controls
for the launch, and plan for additional security enhancements post-launch

e D. Delay the product launch until all security concerns are addressed

EfE: C

R #106
How does aligning a security program with industry best practices, such as NIST or ISO standards, benefit the organization?
Response:

A. Tt increases the cost of the program

B. It reduces the need for audits

C. It limits the organization's ability to implement custom controls

D. It provides a strong foundation for security controls and ensures the program meets widely accepted standards

IEf@E: D

HA #107
What is the purpose of including a "least privilege" principle in a cybersecurity policy?
Response:

A. To restrict users' access to only the resources they need to perform their job duties
B. To prevent the use of administrative privileges by IT staff

C. To allow all users to access sensitive data

D. To ensure that all users have the highest level of access
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