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B #38
A Cortex XSOAR customer wants to send a survey to users asking them to input their manager's email for a training use case so the
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manager can receive status reports on the employee's training. However, the custorer is concerned users will provide incorrect
information to avoid sending status updates to their manager.
How can Cortex XSOAR most efficiently sanitize user input prior to using the responses in the playbook?

¢ A Create a sub-playbook and import a list of manager emails into XSOAR. Use a conditional task comparison to check if
the response matches an email on the list. [f no matches are found, loop the sub- playbook and send the survey back to the
user until a match is found.

¢ B. Create a task that sends the survey responses to the analyst via email. If the responses are incorrect, the analyst fills out the
correct response in the survey.

¢ (. Create a manual task to ask the analyst to validate the survey response in the platform

¢ D. Create a conditional task comparison to check if the response contains a valid email address.

Ef#: A

A -
Reference: hitpsy/xsoar.pan.dev/docs/playbooks/playbooks-overview

HM #39

A customer wants the main Cortex XSOAR server installed in one site and wants to integrate with three other technologies in a
second site.

‘What communications are required between the two sites if the customer wants to install a Cortex XSOAR engine in the second
site?

¢ A Dedicated site-to-site virtual private network (VPN) is required for the Cortex XSOAR server at the first site to mnitiate a
comnection to the Cortex XSOAR engine at the second site.

¢ B. The Cortex XSOAR server at the first site must be able to mitiate a connection to the Cortex XSOAR engine at the
second site.

e C. All connectivity is initiated from the Cortex XSOAR server on the first site via a managed cloud proxy.

e D. The Cortex XSOAR engine at the first site must be able to mitiate a connection to the Cortex XSOAR server at the
second site.

iFf@E: D

B #40
What does Cortex Xpanse ingest from XDR endpoints?

e A. Hostnames

e B. Public IP addresses
e C. MAC addresses

e D. User-agent data

IEf#: B

L
Cortex Xpanse ingests public [P addresses fiom XDR endpoints. This allows the platform to monitor and track mternet-facing
assets, providing visibility into exposed assets and potential attack surfaces across the network.

HA #41
Which statement applies to the differentiation of Cortex XDR from security information and event management (SIEM)?

e A. SIEM has been entirely designed and built as cloud-native, with the ability to stitch together cloud logs, on-premises logs,
third-party logs, and endpoint logs.

e B. Cortex XDR requires a large and diverse team of analysts and up to several weeks for simple actions like creating an alert.

e (. SIEM has access to raw logs from agents, where Cortex XDR traditionally only gets alerts.

e D. Cortex XDR allows just logging into the console and out of the box the events were blocked as a proactive approach.

IEf#: D



fEERA -
Reference: hitps://www.paloaltonetworks.com/cyberpedia/what-is-xdr-vs-siem

HE #42
How does DBot score an indicator that has muiltiple reputation scores?

A. the reputation as undefined

B. uses the least severe score

C. uses the most severe score scores
D. uses the average score

Ef#: C
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