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NEW QUESTION # 568
Study the following log extract and identify the attack.
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e A. Multiple Domain Traversal Attack

¢ B. Cross Site Scripting

¢ (. Unicode Directory Traversal Attack
¢ D. Hexcode Attack

Answer: C

NEW QUESTION # 569

Abel, a cloud architect, uses container technology to deploy applications/software including all its dependencies, such as libraries and
configuration files, bnaries, and other resources that run independently from other processes in the cloud environment. For the
containerization of applications, he follows the five- tier container technology architecture. Currently. Abel is verifying and validating
image contents, signing images, and sending them to the registries. Which of the following tiers of the container technology
architecture Is Abel currently working in?

A. Tier-1: Developer machines

B. Tier-2: Testing and accreditation systens
C. Tier-3: Registries

D. Tier-4: Orchestrators

Answer: B

Explanation:

The official management decision given by a senior agency official to authorize operation of an information system and to explicitly
accept the risk to agency operations (including mission, finctions, image, or reputation), agency assets, or individuals, based on the
implementation of an agreed-upon set of security controls.

formal declaration by a designated accrediting authority (DAA) or principal accrediting authority (PAA) that an information system is
approved to operate at an acceptable level of risk, based on the implementation of an approved set of technical, managerial, and
procedural safeguards. See authorization to operate (ATO).

Rationale: The Risk Management Framework uses a new termto refer to this concept, and it is called authorization.

Identifies the information resources covered by an accreditation decision, as distinguished from separately accredited information
resources that are interconnected or with which information is exchanged via messaging. Synonymous with Security Perimeter.

For the purposes of identifying the Protection Level for confidentiality of a systemto be accredited, the system has a conceptual
boundary that extends to all intended users of the system, both directly and indirectly connected, who receive output from the
system. See authorization boundary. Rationale: The Risk Management Framework uses a new term to refer to the concept of
accreditation, and it is called authorization. Extrapolating, the accreditation boundary would then be referred to as the authorization
boundary.



NEW QUESTION # 570
Which of'the following is a low-tech way of gaining unauthorized access to systems?

A. Social Engineering
B. Sniffing

C. Scanning
D. Eavesdropping

Answer: A

NEW QUESTION # 571

Samuel a security administrator, is assessing the configuration of a web server. He noticed that the server permits SSIv2 connections,
and the same private key certificate is used on a different server that allows SSLv2 connections. This vulnerability makes the web
server vulnerable to attacks as the SSLv2 server can leak key information.

Which of the following attacks can be performed by exploiting the above vulnerability?

A. DROWN attack

B. Padding oracle attack
C. DUHK attack

D. Side-channel attack

Answer: A

Explanation:

DROWN is a serious vulnerability that affects HTTPS and other services that deem SSL and TLS, some of the essential
cryptographic protocols for net security. These protocols allow everyone on the net to browse the net, use email, look on-line, and
send instant messages while not third-parties being able to browse the communication.

DROWN allows attackers to break the encryption and read or steal sensitive commumications, as well as passwords, credit card
numbers, trade secrets, or financial data. At the time of public disclosure on March

2016, our measurements indicated thirty third of all HTTPS servers were vulnerable to the attack. fortuitously, the vulnerability is
much less prevalent currently. As 0f2019, SSL Labs estimates that one.2% of HTTPS servers are vulnerable.

‘What will the attackers gain? Any communication between users and the server. This typically includes, however isn't limited to,
usernames and passwords, credit card numbers, emails, instant messages, and sensitive documents. under some common scenarios,
an attacker can also impersonate a secure web site and intercept or change the content the user sees.

Who is vulnerable?Websites, mail servers, and other TLS-dependent services are in danger for the DROWN attack. At the time of
public disclosure, many popular sites were affected. we used Internet-wide scanning to live how many sites are vulnerable:

SSLv2

Operators of vulnerable servers got to take action. there's nothing practical that browsers or end-users will do on their own to
protect against this attack.

Is my site vulnerable?Modern servers and shoppers use the TLS encryption protocol. However, because of misconfigurations,
several servers also still support SSLv2, a 1990s-era precursor to TLS. This support did not matter in practice, since no up-to-date
clients really use SSLv2. Therefore, despite the fact that SSLv2 is thought to be badly insecure, until now, simply supporting SSLv2
wasn't thought of a security problemy, is a clients never used 1.

DROWN shows that merely supporting SSLv2 may be a threat to fashionable servers and clients. It modern associate degree
attacker to modern fashionable TLS connections between up-to-date clients and servers by sending probes to a server that supports
SSLv2 and uses the same private key.



SSLv2

* Tt allows SSLv2 connections. This is surprisingly common, due to misconfiguration and nappropriate default settings.

* Its private key is used on any other serverthat allows SSLv2 connections, even for another protocol.

Many companies reuse the same certificate and key on their web and email servers, for instance. In this case, if the email server
supports SSLv2 and the web server does not, an attacker can take advantage of the email server to break TLS connections to the
web server.

A server is vulnerable to DROWN ifSSLv2

How do I protect my server?To protect against DROWN, server operators need to ensure that their private keys software used
anyplace with server computer code that enables SSLv2 connections. This includes net servers, SMTP servers, IMAP and POP
servers, and the other software that supports SSL/TLS.

Disabling SSLv2 is difficult and depends on the particular server software. we offer instructions here for many common products:
OpenSSL: OpenSSL may be a science library employed in several server merchandise. For users of OpenSSL, the simplest and
recommended solution is to upgrade to a recent OpenSSL version. OpenSSL 1.0.2 users ought to upgrade to 1.0.2g. OpenSSL
1.0.1 users ought to upgrade to one.0.1s. Users of older OpenSSL versions ought to upgrade to either one in every of these
versions. (Updated March thirteenth, 16:00 UTC) Microsoft IIS (Windows Server): Support for SSLv2 on the server aspect is
enabled by default only on the OS versions that correspond to IIS 7.0 and IIS seven.5, particularty Windows scene, Windows
Server 2008, Windows seven and Windows Server 2008R2. This support is disabled within the appropriate SSLv2 subkey for
'Server', as outlined in KB245030. albeit users haven't taken the steps to disable SSLv2, the export-grade and 56-bit ciphers that
build DROWN possible don't seem to be supported by default.

Network Security Services (NSS): NSS may be a common science library designed into several server merchandise. NSS versions
three. 13 (released back in 2012) and higher than ought to have SSLv2 disabled by default. (A little variety of users might have
enabled SSLv2 manually and can got to take steps to disable it.) Users of older versions ought to upgrade to a more moderen
version. we tend to still advocate checking whether or not your non-public secret is exposed elsewhere Other affected software and
in operation systems:

Instructions and data for: Apache, Postfix, Nginx, Debian, Red Hat

Browsers and other consumers: practical nothing practical that net browsers or different client computer code will do to stop
DROWN. only server operators ar ready to take action to guard against the attack.

NEW QUESTION # 572
Which of'the following is assured by the use of a hash?

A. Authentication
B. Integrity

C. Availability

D. Confidentiality

Answer: B

NEW QUESTION # 573
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