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The Fortinet FCP_FSA AD-5.0 desktop practice exam software is customizable and suits the learning needs of candidates. A free
demo of'the FCP - FortiSandbox 5.0 Administrator (FCP_FSA AD-5.0) desktop software is available for sampling purposes.
You can change FCP_FSA AD-5.0 Practice Examl's conditions such as duration and the number of questions. This simulator
creates a Fortinet FCP_FSA AD-5.0 real exam environment that helps you to get familiar with the orignal test.

Fortinet FCP_FSA_AD-5.0 Exam Syllabus Topics:

Topic Details

o Results analysis: This section involves understanding common attack vectors, analyzing malware behavior,
Topic 1 and interpreting scan job reports to assess threats and make informed security decisions.

¢ Deployment and system settings: This domain covers understanding FortiSandbox deployment within
different stages of the Cyber Kill Chain, along with configuring system settings, high availability (HA)

Topic 2
ope clusters, and troubleshooting system-related issues.
¢ Scamning and rating components: This section focuses on FortiSandbox scanning mechanisns, including
Topic 3 scanning components, managing guest virtual machines, and configuring scan options to properly analyze

and rate suspicious files.
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¢ Integration: This domain explains how to integrate FortiSandbox within the Fortinet Security Fabric and
Topic 4 with third-party tools, as well as identifying ATP deployments and resolving integration-related issues.

Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q31-
Q36):

NEW QUESTION # 31
What is the default timeout value on FortiGate for inline scanning mode? (Choose one answer)

A. 50 seconds
B. 30 minutes
C. 40 minutes
D. 300 seconds

Answer: A

Explanation:

The correct answer is B. 50 seconds. The Study Guide explicitly states: "FortiGate holds the file while waiting for a verdict from
FortiSandbox... The default file inspection timeout, and maximum, is 50 seconds." This is the clearest direct statement for the default
timeout used with inline scanning mode on FortiGate.

The Lab Guide confirms the same design limit from the operational side. During the inline scanning exercise, it notes: "Because of the
mline scanning time-out limit (maximum of 50 seconds), it's not recommended to submit files for VM inspection." That reinforces that
mnline scanming is designed for quick decision phases such as active content, community cloud, antivirus, and static analysis, not long
VM dynamic analysis jobs. Therefore, options A, C, and D are incorrect because they are far above the documented inline
inspection limit. The default FortiGate inline scanning timeout is 50 seconds.

NEW QUESTION # 32
Which two products integrated with FortiSandbox work to protect against the lateral movement stage of the Cyber Kill Chain?
(Choose two answers)

A. FortiGate
B. FortiADC
C. FortiMail
D. FortiDeceptor

Answer: A,D

Explanation:

Fromthe Attack Methodologies lesson, the Study Guide explicitly states:

"During the lateral movement stage, the attacker is trying to compromise and infect other computers in the network. Ifthese
computers are protected with FortiClient, FortiClient can send any file that the computer downloads, to FortiSandbox for analysis."
"FortiDeceptor creates a network of decoys, to lure attackers and monitor their activities on the network. When attackers attack a
decoy, an alert is generated. FortiDeceptor engages FortiSandBox to get a verdict on the suspected malware."

"If you deploy FortiGate as an ISFW firewall, FortiGate can analyze the traffic moving across subnets and send any files to
FortiSandbox for analysis to prevent propagation.”" Both FortiDeceptor (Option B) and FortiGate (Option D) are specifically
identified as protecting against the lateral movement stage through their FortiSandbox integration.

NEW QUESTION # 33
You are attempting to troubleshoot a FortiGate device that is not sending samples to FortiSandbox. Which CLI command will
provide you with usefil diagnostic information? (Choose one answer)

A. diagnose debug application quarantine - 1
B. diagnose test application ipsmonitor 99
C. diagnose antivirus quarantine purge

D. diagnose test application quarantined 8



Answer: A

Explanation:

From the FortiGate Integration lesson, the Study Guide explicitly states:

"The quarantine daemon is involved in submitting files to FortiSandbox." From the Lab Guide (Exercise 3 - Using FortiGate
Diagnostics), the following is explicitly documented:

"Enter the following commands to enable debugging for the quarantine daemon: diagnose debug application quarantine -1 diagnose
debug enable"

"Use the following CLI debug command to diagnose the connection and file transfer issue between HQ-FGT-1 and HQ-FSA-1:
diagnose debug application quarantine - 1" This command enables real-time debug output for the quarantine daemon on FortiGate,
which is specifically responsible for submitting files to FortiSandbox and receiving verdicts. Option B clears the analytics cache
rather than providing diagnostic information, and the other options relate to different functions entirely.

NEW QUESTION # 34
On a FortiClient EMS integrated with FortiSandbox, how can you apply FortiSandbox profile configurations to endpoints even if
they are off fabric? (Choose one answer)

A. As part of the endpoint policy configuration

B. As part of an endpoint workgroup configuration
C. As part of the fabric connectors configuration
D. As part of the sandbox profile configuration

Answer: A

Explanation:

The FortiClient EMS Integration section is explicit on this point. It says: ""'You must include the sandbox profile in the active endpoint
policy." It then explains how off-fabric handling works: "FortiClient on-fabric detection rules configured within the policy will classify
endpoints as on-fabric or off-fabric. The Profile (OffFabric) setting allows you to select a second profile to be applied to endpoints
when they are determined to be off-fabric." This means the control point for applying FortiSandbox-related behavior to off-fabric
endpoints is the endpoint policy, not the fabric connector, not a workgroup, and not the sandbox profile by itself. The sandbox
profile defines FortiSandbox behavior, but it must be attached through the active endpoint policy, where the Off-Fabric profile
selection is made. Therefore, the correct answer is C. As part of the endpoint policy configuration.

NEW QUESTION # 35

You are asked to create an 802.3ad interface on FortiSandbox with port 2 and port 4. However, when attempting to make the
configuration change, you discover that you cannot select port 4 for the aggregate bonding, What are two reasons for this issue?
(Choose two answers)

A. Port 4 is a sniffer interface.

B. Port 4 does not have an IP address.
C. Port 4 is an administration interface.
D. Port 4 is an api interface.

Answer: C,D

Explanation:

From the Deployment and System Settings lesson, the Study Guide states:

"Other ports, with the exception of port3, can also be configured as management ports from CLL"

"You can set additional ports as management port using the CLI command shown on this slide." From the Lab Guide (Exercise 4 -
Using Inline Scanning):

"FortiGate and FortiSandbox commumnicate through port 4443. Management or API ports grant access through port 4443."
"Enter the following command to enable API access on port2: set api-port port2" Ports that are designated as either administration
mterfaces or API interfaces cannot be selected for 802.3ad aggregate bonding because:

Option A - Port 4 configured as an admmnistration interface is reserved for management traffic and cannot be repurposed for link
aggregation Option C - Port 4 configured as an API interface is dedicated for API communication (port 4443) and is similarly
restricted from being used in aggregate bonding configurations Port 4 in the Lab Guide is specifically referenced as the HA
commumnication and management port, confirming these restrictions apply when special roles are assigned to interfaces.



NEW QUESTION # 36

The money you have invested on updating yourself is worthwhile. The knowledge you have learned is priceless. You can obtain
many useful skills on our FCP_FSA AD-5.0 study guide, which is of great significance in your daily work. Never feel sorry to invest
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