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and skills in Azure security and prepare them for the exam. Additionally, candidates can gain hands-on experience by working with
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against security threats in Microsoft Azure. Microsoft Azure Security Technologies certification exam is aimed at security
professionals who are responsible for implementing security controls, maintaining security posture, and managing security incidents in
Microsoft Azure.

Microsoft Azure Security Technologies Sample Questions (Q82-Q87):

NEW QUESTION # 82
You have an Azure subscription that contains the resources shown in the following table.

An IP address 0f 10.1.0.4 is assigned to VMS5. VM5 does not have a public IP address.
VMS has just in time (JIT) VM access configured as shown in the following exhibit.

You enable JIT VM access for VMS.
NSG1 has the nbound rules shown in the following exhibit.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation

NEW QUESTION # 83

You create an alert rule that has the following settings:

* Resource: RG1

* Condition: All Administrative operations

* Actions: Action groups configured for this alert rule: ActionGroup1
* Alert rule name: Alertl

You create an action rule that has the following settings:

* Scope: VM1

* Filter criteria: Resource Type = "Virtual Machines"

* Define on this scope: Suppression

* Suppression config: From now (always)

* Name: ActionRule]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Note: Each correct selection is worth one point.

Answer:

Explanation:

Explanation

Box 1:

The scope for the action rule is set to VM1 and is set to suppress alerts indefinitely.
Box 2:

The scope for the action rule is not set to VM2.

Box 3:

Adding a tag is not an administrative operation.

References:
https:/docs.microsoft.com/en-us/azure/azure-monitor/platfornmvalerts-activity-log
https:/docs.microsoft.com/en-us/azure/azure-monitor/platfornvalerts-action-rules

NEW QUESTION # 84

Youneed to deploy AKS1 to meet the platform protection requirements.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Answer:



Explanation:

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server
component that provides user authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication.

This client application uses the server application for the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding,

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding, Roles
define the permissions to grant, and bindings apply themto desired users. These assignments can be applied to a given namespace,
or across the entire cluster.

Reference:

https:/docs.microsoft.com/en-us/azure/aks/azure-ad- integration

NEW QUESTION # 85

SIMULATION

You need to ensure that the audit logs fromthe SQLdb1 Azare SQL database are stored in the WS11641655 Azure Log Analytics
workspace.

To complete this task, sign in to the Azure portal and modify the Azure resources.

¢ A. 1. Inthe Azure portal, type SQL in the search box, select SQL databases from the search results then select SQLdb.
Alternatively, browse to SQL databases in the left navigation pane.
2. In the properties of SQLdb1, scroll down to the Security section and select Auditing,
3. Turn auditing on if it isn't already, tick the Log Analytics checkbox then click on Configure.

4. Select the WS11641655 Azure Log Analytics workspace.
5. Click Save to save the changes.
¢ B. 1. Inthe Azure portal, type SQL in the search box, select SQL databases from the search results then select SQLdb1.
Alternatively, browse to SQL databases in the left navigation pane.
2. In the properties of SQLdb1, scroll down to the Security section and select Auditing,
3. Turn auditing on if it isn't already, tick the Log Analytics checkbox then click on Configure.

4. Select the WS11641665 Azure Log Analytics workspace.
5. Click Save to save the changes.

Answer: A

NEW QUESTION # 86

You have an Azure Active Directory (Azure AD) tenant that contains a user named Adminl. Adminl is assigned the Application
developer role.

You purchase a cloud app named App1 and register Appl in Azure AD.

Adminl reports that the option to enable token encryption for App! is unavailable.

Youneed to ensure that Adminl can enable token encryption for App1 in the Azure portal

What should you do?

A. Add Appl1 as an enterprise application.

B. Assign Admin! the Cloud application administrator role.
C. Modify the API permissions of Appl.

D. Upload a certificate for Appl.

Answer: A



Explanation:

This is a tricky one because uploading a certificate is also required. However, the question states that the Token Encryption option is
unavailable. This is because the app is not added as an enterprise application. When the app is added as an enterprise application,
the Token Encryption option will be available. Then you can upload the certificate.

Reference:

httpsz/docs.microsoft.com/en-us/azure/active-directory/manage-apps/howto-saml-token-encryption

NEW QUESTION # 87
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