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Fortinet FCSS_NST_SE-7.4 Exam Syllabus Topics:

Topic Details

e Routing; This part of the exam examines the expertise of Fortinet network and security professionals, in
Topic 1 routing enterprise traffic effectively.

¢ Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
Topic 2 administrators in handling and troubleshooting security profile-related challenges.

¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security

professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
Topic 3 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

¢ VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure

Topic 4 . L
P and reliable commumication between networks or remote users.
¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
Topic 5 resolving both local and remote authentication issues.
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problem and bring light for you. FCSS NST SE-7.4 exam questions and answers are the best valid with high hit rate, which is the
best learning guide for your Fortinet FCSS NST SE-7.4 preparation.

Fortinet FCSS - Network Security 7.4 Support Engineer Sample Questions
(Q93-Q98):

NEW QUESTION # 93
Refer to the exhibit, which shows a session entry.

Which staterment about this session is true?
[ ]
[ ]
[ ]
[ ]

Answer: D

A. Return trafic to the initiator is sent to 10.1.0.1.

B. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
C. Return traffic to the nitiator is sent lo 10.200.1.254.
D. It is an ICMP session from 10.1.10.1 to 10.200.5.1.

NEW QUESTION # 94
Refer to the exhibit, which shows a partial output of the real-time LDAP debug.

# fnbamd fsm.c[1274] handle_req-Rcvd auth req 6750221 for jsmith in Lab opt=27 prot=0
fnbamd ldap.c(637] resolve_ ldap FQDN-Resolved address 16.10.181.10, result 10.10.181.10
fnbamd ldap.c([232] start search dn-base:'DC=fortinet,DCs€om' filter:sAMAccountName=jsmith
fnbamd_ldap.c[1351] fnbamd_ldap_get_result-Going=td SEARCH state

fnbamd fsm.c[1833] poll ldap servers-Continue“pending for req 6750221

fnbamd ldap.c[275] get_all dn-Found ng DN

fnbamd ldap.c[298] start next dn bind~No'more DN left

fnbamd ldap.c[1603] fnbamd ldap get.result-Auth denied

fnbamd_auth.c[2074] fnbamd_auti’ pelT ldap-Result for l& svr 10.10,181.10 is denied

fnbamd comm.c[116] fnbamd)comm+send result-Sending re 1 forH I”)IﬂE I

What two actions can the administrator take to resolve this issue? (Choose two.)

A. Ensure the user is providing the correct user credentials.

B. Ensure the user is a member of at least one AD group to ensure step 4 of the LDAP authentication process is successfl.
C. Ensure the user logs in using 'John Smith' not 'jsmith'.

D. Ensure the account is active.

Answer: B,D

Explanation:

When FortiGate's LDAP authentication can't find any matching DN it reports "get all dn - found no DN," which usually means the
user either isn't in the group(s) you've told FortiGate to check or the account isn't currently active.

Ensure the user is a member of at least one AD group.

If'you've configured FortiGate to restrict logins to specific groups, any user not in one of those groups will simply never be found by
the LDAP search.

Ensure the account is active.

FortiGate's default search filter excludes disabled or locked accounts, so a disabled user object will likewise never show up in the
DN search.

NEW QUESTION # 95
An administrator wants to capture encrypted phase 2 traffic between two FotiGate devices using the built-in sniffer.



Ifthe admmistrator knows that there Is no NAT device located between both FortiGate devices, which command should the
administrator run?

A. diagnose sniffer packet any 'Ip proto 50'

B. diagnose sniffer packet any 'ah’

C. diagnose sniffer packet any 'udp port 500'
D. diagnose sniffer packet any "udp port 4500'

Answer: A

NEW QUESTION # 96
Refer to the exhibit, which shows partial outputs from two routing debug commands.

Which change must an administrator make on FortiGate to route web traffic from internal users to the internet, using ECMP?

A. Set the priority of the static default route using port2 to 1.
B. Set the priority of the static default route using port1 to 10.
C. Set snat-route-change to enable.

D. Set preserve-session-route to enable.

Answer: B

NEW QUESTION # 97
Refer to the exhibit. Assuming a default configuration, which three statements are true? (Choose three.)

User A
71.234.149.16

WaAN T A= == = = o -
10.0.3.0/24
P s i g 10.0s2°0/24
ke wan2< = X3 —/ -— User B
10.0.4.0/24 I > 95.56.234.24
I
4 FGT # get router info routing-table all

Sé 0.0.0.0/0 [10/0] via 10.0.1.254, wanl, [(1/0]
C 10.0.1.0/24 is directly connected, wanl
e 10.0.2.0/24 is directly connected, wan2
User C c 10.0.3.0/24 is directly connected, portl
10.0.4.63

e A. User C: Fail. There is no route to 10.0.4.63 using portl in the touting table.
¢ B. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for
95.56.234.24.
e (. Strict RPF is enabled by default.
e D. User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
e E. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

Answer: A,D,E
Explanation:

User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.
Since 95.56.234.24 doesn't match 10.0.2.0/24, traffic arriving on wan2 would have to be routed out via the default gateway on



wanl-and strict reverse path checks will drop it.
User C: Fail. There is no route to 10.0.4.63 using port] in the routing table.
Portl only knows about 10.0.3.0/24-without a static route or proxy ARP for 10.0.4.0/24, the FortiGate won't accept or route that

traffic.

User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
Traffic from 71.234.149.16 hits wanl, and the return path is also via wanl (the default route), so it succeeds.

NEW QUESTION # 98
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