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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

Topic 1

Implementing OS and Workload Protection: This section of the exam measures the skills of OCI
Administrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.

Topic 2

Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

Topic 3

Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of IAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.
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A company has implemented OCI IAM policies with multiple levels of compartments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network-family"
permissions.
According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires 'manage' permissions in the child compartment?

A. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.
B. The operation is denied due to conflicting policies.
C. The policy in the child compartment takes precedence, and the user is granted "use" permissions only.

Answer: A

NEW QUESTION # 29 
You are the first responder of a security incident for ABC Org. You have identified several IP addresses and URLs in the logs that
you suspect may be related to the incident. However, you need more information to confidently determine whether they are indeed
malicious or not.
Which OCI service can you use to obtain a more refined information and confidence score for these identified indicators?

A. OCI Web Application Firewall
B. OCI Security Zones
C. OCI Incidence Responder
D. OCI Threat Intelligence

Answer: D

NEW QUESTION # 30 
"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.
Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Management agents
B. Management stations
C. Profiles"
D. Dynamic groups

Answer: C

NEW QUESTION # 31 
Based on the provided diagram, you have a group of critical compute instances in a private subnet that require vulnerability using the
Oracle Cloud Infrastructure(OCI) Vulnerability Scanning Service (VSS).
"What additional configuration is required to enable VSS to scan instances in the private subnet

A. No additional configuration is needed. VSS can access private instances by default.
B. VSS cannot scan private instances. You need to move them to a public subnet for vulnerability scanning.
C. Use an OCI Bastion session to establish connectivity and forward scan results from the private instances."
D. Configure a service gateway in the VCN and a route rule to direct traffic for the VSS service through the gateway.

Answer: D

NEW QUESTION # 32 
Which are the essential components to create a rule for the Oracle Cloud Infrastructure (OCI) Events Service?

A. Install Key and Actions
B. Rule Conditions and Management Agent Cloud Service
C. Rule Conditions and Actions
D. Install Key and Service Connector



Answer: C

NEW QUESTION # 33
......
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