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Q32):

NEW QUESTION # 27
You are analyzing a packet decode of a Probe Request and notice the SSID element has a length of zero.
‘What do you conclude about the transmitting STA?

A. The STA's WLAN adaptor is disabled

B. The STA is operating in Ad-Hoc mode

C. The WLAN adaptor is configured in promiscuous mode
D. The STA is discovering a list of available BSSs

Answer: D

Explanation:

The STA is discovering a list of available BSSs by sending a Probe Request with an empty SSID element.

This is also known as a broadcast Probe Request, as it does not specify any particular SSID to probe for. Any AP that receives this
Probe Request will respond with a Probe Response containing its own SSID and other information about its BSS. This way, the
STA can learn about all the BSSs in its vicinity and choose which one to associate with . References: CWAP-405Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 191; CWAP-405Certified
Wireless Analysis Professional Study and Reference Guide, Chapter 6: MAC Sublayer Frame Exchanges, page 193.

NEW QUESTION # 28
Prior to a retransmission what happens to the CWmax value?

A. Increases by 1

B. Set to the value of the AIFSN
C. Doubles and increases by 1
D. Reset to 0

Answer: C

Explanation:

Before a retransmission, the CWmax (Contention Window maximum) value doubles and increases by 1. The CWmax is a
parameter that determines the upper limit of the random backoff time that a STA (station) has to wait before attempting to access the
medium. The random backoff time is chosen from a range of values between CWmin (Contention Window minimum) and CWmax.
The CWmin and CWmax values depend on the AC (Access Category) of the traffic and the PHY type of the STA. Ifa transmission
fails due to a collision or an error, the STA has to retransmit the frame after waiting for another random backoff time. However, to
reduce the probability of another collision, the STA increases its CWmax value by doubling it and adding 1.

This increases the range of possible backoff values and spreads out the STAs more evenly. The STA resets its CWmax value to its
original value after a successful transmission or after reaching a predefined limit. References: [Wireless Analysis Professional Study
Guide CWAP-405], Chapter 7: QoS Analysis, page

196-197

NEW QUESTION # 29

You have implemented centralized, infrastructure-based spectrum analysis. The Aps are configured to perform spectrum analysis in
an ad-hoc manner and will go offline as Aps to perform this duty when needed.

‘What unique method of spectrum analysis monitoring is provided by this solution that is not typically available in a laptop-based
analyzer?

A. Web-based viewing
B. Real-time FFT

C. RBW adjustiments
D. Band selection

Answer: C

NEW QUESTION # 30



‘Which one of the following portions of information is communicated by bits in the PHY Header?

A. Noise
B. SNR
C. Data rate

D. Signal strength

Answer: C

Explanation:

Ore of the information that is communicated by bits in the PHY header is data rate. Data rate is the speed at which data is
transmitted or received over the wireless medium Data rate depends on factors such as modulation, coding, channel width, spatial
strearrs, and guard interval. Data rate is indicated by bits in different fields of the PHY header, depending on the type of PPDU
(e.g, OFDM, HT, VHT, HE). The receiver uses these bits to determine how to decode and demodulate the rest of the PPDU. The
other options are not correct, as they are not communicated by bits in the PHY header. SNR (Signal-to-Noise Ratio), noise, and
signal strength are measured by the receiver based on its own capabilities and environment. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 4: 802.11 Physical Layer, page 101-105

NEW QUESTION # 31
‘When performing protocol analysis, you capture an 802.1 lac data frame on channel 52, transmitted at MCS 8.
At what data rate was the PHY Preamble transmitted?

A. 78 Mbps
B. 54 Mbps
C. 6 Mbps

D. 86.7 Mbps

Answer: C

Explanation:

The data rate at which the PHY preanble was transmitted is 6 Mbps. The PHY preamble is a part of the PPDU that is transmitted
before the PHY header and the PSDU. The PHY preamble consists of a series of training fields that help the receiver to detect and
synchronize with the signal. The PHY preamble is always transmitted at a fixed data rate that depends on the type of PPDU (e.g,,
OFDM, HT, VHT, HE). For an 802.1 lac data frame on channel 52, which uses VHT PPDUs, the data rate for the PHY preamble
is 6 Mbps. This data rate does not depend on MCS (Modulation and Coding Scheme), which only affects the data rate for the
PSDU. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 4: 802.11 Physical Layer, page 99-100
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