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NEW QUESTION # 33 
You want to enforce Multi-Factor Authentication (MFA) for all Privilege Cloud Shared Services users and require them to set up an
MFA factor. How should you accomplish this?

A. Navigate to the Identity Administration Portal's Policies section and configure the required authentication policies for
CyberArk Identity.
B. Only allow SAML as the authentication method, enforce MFA on the SAML Identity Provider (IdP), and ensure users set
up MFA accordingly on the IdP.
C. Navigate to the Identity Administration Portal's Policies section and configure the authentication policies for CyberArk
Identity, adding a new authentication rule that applies with an "identity cookie" as a filter.
D. Navigate to the Identity Administration Portal's Policies section and set the user security policy for Privilege Cloud to an
authentication profile that only allows Multiple Authentication Mechanisms.

Answer: A

Explanation:
In the Shared Services model, MFA enforcement is done in CyberArk Identity / Identity Administration using Core Services >
Policies:
* To enforce MFA broadly, CyberArk documents configuring MFA for all users by enabling authentication policy controls and
creating/assigning an authentication profile (the mechanisms
/challenges).
* To require users to set up MFA factors, CyberArk documents the setting under User Security Policies > User Account Settings
where you specify the minimum number of authentication factors users must configure upon login.
Option B is the only choice that correctly points you to the right place and activity (Identity Administration Policies to configure
authentication/MFA requirements and enrollment requirements).

NEW QUESTION # 34 
You are deploying a CyberArk Identity Connector to integrate Privilege Cloud Shared Services with an Active Directory
environment. Which requirement must be met?

A. The Identity Connector must be installed using Domain Administrator credentials.
B. The Server must be a member of the root domain of the Active Directory forest.
C The Identity Connector must be installed on a Domain Controller.
C. The Identity Connector Server must be joined to the Active Directory.

Answer: C

Explanation:
When deploying a CyberArk Identity Connector to integrate Privilege Cloud Shared Services with an Active Directory environment,
the server hosting the Identity Connector must meet specific requirements to ensure proper integration and functionality. The
necessary condition is:
* The Identity Connector Server must be joined to the Active Directory (Option A). This requirement ensures that the server can
communicate effectively with the Active Directory services and manage identity data securely and efficiently. Being part of the Active
Directory domain facilitates authentication and authorization processes required for the connector to function correctly.
Reference: CyberArk installation and configuration guides typically emphasize the importance of having the Identity Connector server
joined to the domain to allow seamless interaction with Active Directory services.

NEW QUESTION # 35 
You want to change the default PSM recordings folder path on the Privilege Cloud Connector Arrange the steps to accomplish this
in the correct sequence.



Answer:

Explanation:

Explanation:



To correctly change the default PSM recordings folder path on the Privilege Cloud Connector, the sequence of steps should be:
* Create a corresponding folder in the new location.Before making changes to configuration files, ensure the new directory for PSM
recordings is created. This is where all session recordings will be stored moving forward.
* In the Basic_psm.ini file, set RecordingsDirectory with the new path.Update the Basic_psm.ini file to reflect the new path for the
recordings. This step is crucial as it directs the PSM to start using the newly created directory for all future session recordings.
* Restart the PSM service.After updating the path in the configuration file, restart the PSM service to apply the changes. This
ensures that all new sessions are recorded in the new specified location.
* Run the PSMHardening script.Once the service is restarted and the new settings are in place, run the PSMHardening script. This
script ensures that all security measures are re-applied to the new recordings directory, maintaining the security integrity of the
session recordings.
Following these steps in the given order will successfully change the recording directory for PSM sessions on the Privilege Cloud
Connector, ensuring a smooth transition to the new storage location with all necessary security measures intact.

NEW QUESTION # 36 
Which tool configures the user object that will be used during the installation of the PSM for SSH component?

A. ConfigureUserPass
B. CreateUserPass
C. ConfigureCredFile
D. CreateCredFile

Answer: D

Explanation:
The tool used to configure the user object for the installation of the PSM for SSH component is CreateCredFile. This tool is
responsible for creating a credentials file that stores the necessary user details required during the installation process, ensuring
secure and correct authentication.
:
CyberArk Privilege Cloud Introduction

NEW QUESTION # 37 
Which statement best describes a PSM server's network requirements?



A. It requires limited outbound connectivity to Ports 1858 and 443 only.
B. It must reach the target system using its native protocols.
C. It requires broad inbound firewall rules and outbound traffic should be limited to Port 1858.
D. It requires direct access to the internet.

Answer: B

Explanation:
For a Privilege Session Manager (PSM) server, the network requirements primarily focus on its ability to interact with target systems
securely and efficiently. The most accurate statement regarding these requirements is:
* It must reach the target system using its native protocols (Option A). This is essential for the PSM to manage sessions effectively,
as it needs to communicate using the protocols that the target systems are configured to accept, such as SSH for Linux servers or
RDP for Windows servers.
Reference: CyberArk's PSM documentation typically outlines the need for PSM servers to have network paths configured to
communicate directly with target systems using the relevant protocols to ensure secure and controlled session management.
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