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R #18

In the context of Windows environments, what tool is commonly used to perform privilege reconnaissance remotely?
Response:

¢ A. Metasploit
e B. Nmap

e C. BloodHound
e D. Nessus
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IEf: C

HE#19

‘Which components are essential when setting up a resilient adversary infrastructure?
Multiple Correct Answers

Response:

A. Use of common port numbers (80, 443) for C2 communication
B. Multiple domain names with fast-flux DNS

C. A single static IP address for simplicity

D. Redundant C2 servers in different geographical locations

IEf#: A. B. D

HM #20
In an Active Directory environment, what is the primary function of the NTDS.DIT file?
Response:

A. It stores the DNS zones for Active Directory integrated zones.

B. It is used to store configuration settings for Active Directory Federation Services.
C. It contains the Active Directory database, including user accounts and passwords.
D. It acts as a log file that records changes to the Active Directory.

Ef#: C

M #21

What are two advantages of using cloud services for attack infrastructure?
(Choose two)

Response:

A. Easier to conceal malicious activity
B. Cost-effectiveness

C. High availability and scalability

D. Guaranteed anonymity

EM#: B. C

R #22
What role does a 'mule' domain play in an attack infrastructure?
Response:

A. Hosts malicious payloads for initial compromise

B. Provides DNS services for the attack infrastructure

C. Acts as a primary data exfiltration point

D. Serves as an intermediary to obscure the final destination of stolen data
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