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A company must provide access to a web server through FortiSASE secure private access for contractors.
What is the recommended method to provide access? (Choose one answer)

A. Update the PAC file with the web server URL and share it with contractors.

B. Publish the web server URL on a bookmark portal and share it with contractors.

C. Configure a TCP access proxy forwarding rule and push it to the contractor FortiClient endpoint.
D. Update the DNS records on the endpoint to access private applications.

Answer: B

Explanation:

When providing Secure Private Access (SPA) to external contractors who may not be using managed corporate devices,
FortiSASE offers specific methods to ensure security while maintaining ease of use.

* Bookmark Portal (Clientless Access): For web-based resources like a web server, the recommended and most efficient method
for contractors is to use the ZTNA portal (bookmark portal). This allows for clientless access, meaning the contractor does not need
to install the FortiClient agent or any specific software on their personal machine.

* Workflow: The administrator publishes the web server URL as a bookmark within the FortiSASE portal. Contractors simply log
into the secure SASE web portal via their browser, authenticate, and click the bookmark to access the internal server.

* Security Benefits: This method leverages the FortiSASE ZTNA access proxy to mediate the connection. It ensures that the
contractor is authenticated and that the traffic is inspected without exposing the internal network directly to the contractor's device.
* Analysis of Incorrect Options:

* Option A: TCP forwarding rules require the FortiClient agent to be installed and managed on the endpoint. Contractors often use
unmanaged devices where installing agents is restricted or undesirable.

* Option C: Updating a PAC (Proxy Auto-Configuration) file is part of a Secure Web Gateway (SWG) deployment for internet
access, not for routing traffic to private internal web servers via an SPA hub. 1

* Option D: Manually updating DNS records on a contractor's endpoint is an unscalable, insecure, and administratively heavy task
that does not provide the session-level security required by ZTNA.

NEW QUESTION # 20
Which FortiSASE feature ensures least-privileged user access to all applications?

A. thin branch SASE extension

B. secure web gateway (SWG)

C. SD-WAN

D. zero trust network access (ZTNA)

Answer: D

Explanation:

Zero Trust Network Access (ZTNA) is the FortiSASE feature that ensures least-privileged user access to all applications. ZTNA
operates on the principle of "never trust, always verify," providing secure access based on the identity of users and devices,
regardless of their location.

* Zero Trust Network Access (ZTNA):

* ZTNA ensures that only authenticated and authorized users and devices can access applications.

* It applies the principle of least privilege by granting access only to the resources required by the user, minimizing the potential for
unauthorized access.

* Implementation:

* ZTNA continuously verifies user and device trustworthiness and enforces granular access control policies.

* This approach enhances security by reducing the attack surface and limiting lateral movement within the network.

References:

FortiOS 7.6 Administration Guide: Provides detailed information on ZTNA and its role in ensuring least- privileged access.
FortiSASE 23.2 Documentation: Explains the implementation and benefits of ZTNA within the FortiSASE environment.

NEW QUESTION # 21
Which statement about FortiSASE and SAML is true? (Choose one answer)

e A FortiSASE includes IdP functionality and uses it for SAML group matching.
e B. FortiSASE acts as the IdP and can perform SAML group matching internally.
e C. FortiSASE acts as the SP, relies on an external IdP, and can use SAML group matching,



¢ D. FortiSASE supports SAML login but cannot use SAML group matching.
Answer: C

Explanation:

FortiSASE utilizes Security Assertion Markup Language (SAML) to provide a seamless Single Sign-On (SSO) experience for
remote users connecting to the cloud infrastructure.

* Role Identification: Ina SAML exchange, FortiSASE functions as the Service Provider (SP). It relies on an external Identity
Provider (IdP)-such as Microsoft Entra ID (formerly Azure AD), Okta, or FortiAuthenticator-to authenticate the user's identity and
provide security assertions.2

* SAML Group Matching: One of the core features of the FortiSASE SAML implementation is the ability to perform group
matching, During the authentication process, the IdP sends a SAML assertion that typically includes an "Attribute Statement"
containing the user's group memberships.3 FortiSASE captures this attribute and matches it against locally defined SAML user
groups.

* Policy Enforcement: This group matching capability is critical because it allows administrators to apply different Security Internet
Access (SIA) or Secure Private Access (SPA) policies based on the user's role (e.g,, "Marketing” vs. "Finance") rather than
managing individual users manually.

* Analysis of Incorrect Options: * Options C and D are incorrect because FortiSASE does not natively act as a SAML IdP; it is
designed to consume assertions from professional identity management platforms.

* Option B is incorrect because FortiSASE fully supports and relies upon group matching for enterprise-scale policy management.

NEW QUESTION # 22
Which two settings are automatically pushed from FortiSASE to FortiClient in a new FortiSASE deployment with default settings?
(Choose two answers)

A. FortiSASE certificate authority (CA) certificate
B. Zero trust network access (ZTNA) tags1

C. Tunnel profile

D. Real-time protection

Answer: A,C

Explanation:

In a standard FortiSASE agent-based deployment, the FortiSASE Endpoint Management Service (EMS) acts as the central control
plane for all managed FortiClient instances. When an endpoint is onboarded, the system is designed to provide "zero-touch”
configuration for the core connectivity and security components.

* CA Certificate (A): For SSL deep inspection to finction without triggering browser certificate warnings, the endpoint must trust
the FortiSASE CA. FortiSASE supports automatically installing the FortiSASE CA certificate for managed agent-based users.
Once the endpoint connects to the FortiSASE EMS, the service automatically deploys the CA certificate to the trusted certificate
store of the client machine.

* Tunnel Profile (B): To enable Secure Internet Access (SIA), FortiClient requires a pre-configured VPN or tunnel profile that
points to the FortiSASE cloud infrastructure. In a new deployment with default settings, FortiSASE automatically pushes the tunnel
profile (including gateway information and auto-connect settings) to the FortiClient endpoint. This allows the user to establish a full-
tunnel connection to the nearest Security PoP immediately after onboarding,

* Analysis of Incorrect Options:

* Real-time protection (C): While FortiSASE can manage Malware Protection and Sandbox settings, specific "Real-time protection”
features often require manual activation or specific configuration within the Malware Protection profile before being pushed; they are
not necessarily

"automatically" active in the absolute default state without a profile assignment.

* ZTNA tags (D): ZTNA tags are dynamic security posture attributes. While FortiSASE evaluates the endpoint to determine which
tags apply, the tags themselves are not "pushed" to the client as a setting; rather, the ZTNA connection rules are pushed, and the tags
are synchronized back to the security fabric for posture enforcement.

NEW QUESTION # 23
Which two additional features does FortiClient integration provide with FortiSASE, when compared to secure web gateway (SWG)
deployment? (Choose two.)

e A device posture check
¢ B. inline-CASB protection



¢ (. vulnerability management
¢ D. SSL inspection

Answer: A,C

Explanation:
When FortiClient is integrated with FortiSASE, it enables vulnerability management and device posture checks, allowing for
advanced endpoint compliance enforcement - capabilities not available in standalone secure web gateway (SWG) deployments.

NEW QUESTION # 24
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