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A2 #42

You have recently implemented NVIDIA Spectrum-X in your data center to optimize Al workloads. You need to verify the
performance improvements and create a baseline for future comparisons.

‘Which tool would be most appropriate for creating performance baseline results in this Spectrum-X environment?

A. Ansible

B. MLNX-OS

C. NetQ

D. CloudAI Benchmark

He:. D

Y.

TheCloudAl Benchmarkis designed to evaluate and establish performance baselines in Al-optimized networking environments like
NVIDIA Spectrum+X. It assesses various performance metrics, including throughput and latency, ensuring that the network meets
the demands of Al workloads. This benchmarking is essential for validating the benefits of Spectrum-X and for ongoing performance
monitoring,

ReferenceNVIDIA Spectrum+ X Validated Solution Stack

EE #43

You are concerned about potential security threats and unexpected downtime in your InfiniBand data center.

‘Which UFM platform uses analytics to detect security threats, operational issues, and predict network failures in InfiniBand data
centers?

A. Telemetry Platform
B. Enterprise Platform
C. Host Agent

D. Cyber-Al Platform

HE: D

Y.

TheNVIDIA UFM Cyber-Al Platformis specifically designed to enhance security and operational efficiency in InfiniBand data
centers. It leverages Al-powered analytics to detect security threats, operational anomalies, and predict potential network failures.
By analyzing real-time telemetry data, it identifies abnormal behaviors and performance degradation, enabling proactive maintenance
and threat mitigation.

This platform integrates with existing UFM Enterprise and Telemetry services to provide a comprehensive view of the network's
health and security posture. It utilizes machine learning algorithis to establish baselines for normal operations and detect deviations
that may indicate security breaches or hardware issues.

ReferenceNVIDIA UFM Cyber-Al Documentation v2.9.1

AE #4

You are using NVIDIA Air to simulate a Spectrum-X network for Al workloads. You want to ensure that your network
configurations are optimal before deployment.

‘Which NVIDIA tool can be ntegrated with Air to validate network configurations in the digital twin environment?

A. GPU Cloud

B. Spectrum-X Manager
C.DOCA

D. NetQ

: D

M

o2
02 m



NVIDIA NetQ is a highly scalable network operations toolset that provides visibility, troubleshooting, and validation of networks in
real-time. It delivers actionable insights and operational intelligence about the health of data center networks-from the container or
host all the way to the switch and port-enabling a NetDevOps approach.

NetQ can be used as the finctional test platform for the network CI/CD in conjunction with NVIDIA Atr.

Customers benefit from testing the new configuration with NetQ in the NVIDIA Air environment ("digital twin'") and fix errors before
deploying to their production.

HEE #45

As the network administrator for a large-scale Al research cluster, you are responsible for ensuring seamless data flow across an
InfiniBand east-west fabric that interconnects hundreds of compute nodes.

‘Which tool would you use to trace and discover the network paths between nodes on this InfiniBand east-west fabric?

A. ibnetdiscover
B. tracert

C. ibpathverify
D. NetQ

HE: A

MH.

The ibnetdiscover utility is used to perform InfiniBand subnet discovery and outputs a human-readable topology file. GUIDs, node
types, and port numbers are displayed, as well as port LIDs and node descriptions.

Allnodes and links are displayed, providing a full topology. This utility can also be used to list the current connected nodes. The
output is printed to the standard output unless a topology file is specified.

InfiniBand is a high-performance, low-latency interconnect technology used in Al and HPC data centers, particularly for east-west
traffic between compute nodes in large-scale fabrics. Ensuring seamless data flow requires tools to troubleshoot and monitor the
network, including the ability to trace and discover network paths between nodes. The question asks for the specific tool used to
trace and discover paths in an InfiniBand fabric, which is a key task in InfiniBand troubleshooting,

According to NVIDIA's official InfiniBand documentation, the ibnetdiscover tool is designed to discover and map the topology of an
InfiniBand fabric, including the paths between nodes. It scans the fabric, queries the subnet manager, and generates a topology map
that details the connections between switches, Host Channel Adapters (HCAs), and other devices. This tool is essential for verifying
connectivity, identifying routing paths, and troubleshooting issues like misconfigured routes or link failures in large-scale InfiniBand
fabrics.

Exact Extract from N'VIDIA Documentation:

"The tbretdiscover tool is used to discover the InfiniBand fabric topology and generate a map of the network.

It queries the subnet manager to retrieve information about all nodes, switches, and links in the fabric, providing a detailed view of
the paths between nodes. This tool is critical for troubleshooting connectivity issues and ensuring proper routing in InfiniBand
networks."

-NVIDIA InfiniBand Networking Guide

This extract confirms that ibnetdiscover is the correct tool for discovering network paths in an InfiniBand east- west fabric. It
provides a comprehensive view of the fabric's topology, enabling administrators to trace paths between compute nodes and ensure
seamless data flow.

Reference:InfiniBand Fabric Utilities - NVIDIA Docs

EE #46
In a multi-tenant InfiniBand environment managed by UFM, you need to configure access controls to prevent unauthorized users
from altering the fabric configuration. Which method is used within UFM to manage user access and ensure authorized modifications

only?

A. Network Access Control (NAC)

B. Digital Certification Management (DCM)
C. Role-Based Access Control (RBAC)

D. Virtual Network Segmentation (VNS)

He: C

Y.
Role-Based Access Control (RBAC)is implemented within NVIDIA's Unified Fabric Manager (UFM) to manage user permissions
effectively. RBAC allows administrators toassign roles to users, each with specific permissions, ensuring that only authorized



individuals can make changes to the fabric configuration. This structured approach to access control enhances security by limiting the
potential for unauthorized modifications and streamlines the management of user privileges across the network.
ReferenceRole-Based Access Control (RBAC) - One Identity
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