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Topic Details

¢ SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on

Topic 1 FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident

response capabilities.

o Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data

Topic 2
ope presentation and insights for security analysis.
Tonic 3 ¢ Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
opie covers the findamental concepts of FortiAnalyzer.
¢ Logging: Candidates will learn about logging mechanisis, log analysis, and gathering log statistics to
Topic 4 efectively monitor security events and incidents.
¢ Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
Topic 5 playbooks. Candidates will explain playbook components and develop workflows that autormate responses

to security incidents, improving operational efficiency in SOC environments.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q56-Q61):

NEW QUESTION # 56
Exhibit.
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Laptop]1 is used by several admmnistrators to manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than admin”, and coming from Laptop]1.
Which filter will achieve the desired result?

A. Operation-login and performed or=="GUI(10.1.1.100)" and user!=admin

B. Operation-login and dstip=10.1.1.210 and user!-admin

C. Operation-login and srcip=— 10.1.1.100 and dstip—10.1.1.1.210 and user—admin
D. Operation-login and performed or—"GU (10.1.1.120)' and user!=admin

Answer: A

Explanation:

The objective is to create a filter that identifies all login attenpts to the FortiAnalyzer web mnterface (GUI) coming from Laptop1 (IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.

* Filter Components Analysis:

* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.

* performed or—="GUI(10.1.1.100)": This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.

* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.

* Option Analysis:

* Option A: Correctly specifies the Operation-login, performed or—"GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop, excluding the admin user.

* Option B: Uses the incorrect [P 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).

* Option C: This option includes srcip==10.1.1.100 and dstip—10.1.1.210 but incorrectly specifies user—admin instead of
user!=admin, which does not match the requirement to exclude admin users.

* Option D: This option does not specify the performed on field to restrict it to the GUI and only includes dstip (destination IP)




without sreip. It also incorrectly uses user!-admin instead of the correct syntax user!=admin.

Conclusion:

* Correct answer: A. Operation-login and performed on—"GUI(10.1.1.100)' and user!=admin

* This filter precisely captures the required conditions: login attempts from Laptop1 to the GUI interface by any user except admin.
References:

FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking,

NEW QUESTION # 57
What types of logs will FortiAnalyzer store?

A. Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.
B. Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

C. Traffic/Event, Data Leak Prevention (DLP) archive, Quarantine, and IPS (Intrusion Protection System) Packets.

D. Traffic/Event/Security, Data Leak Prevention (DLP) archive, Quarantine.

Answer: A

NEW QUESTION # 58
‘Which statement correctly describes one Difference between templates and reports?

A. Templates can be cloned, but reports cannot be cloned.

B. Template are mapped to device groups. while reports are mapped to ADOMs
C. Reports provide mora configuration options than templates

D. Reports support macros, but templates do not.

Answer: C

NEW QUESTION # 59
Exhibit.
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What can you conclude about the output?

A. The output is ADOM specific

B. The message rate being lower that the log rate is normal.
C. Both messages and logs are almost finished indexing.

D. There are more traffic logs than event logs.

Answer: B

Explanation:

In this output, we see two diagnostic commands executed on a FortiAnalyzer device:

* diagnose fortilogd lograte: This command shows the rate at which logs are being processed by the FortiAnalyzer in terns of log
entries per second.

* diagnose fortilogd msgrate: This command displays the message rate, or the rate at which individual messages are being processed.
The values provided in the exhibit output show:

* Log rate (lograte): Consistently high, showing values such as 70.0, 132.1, and 133.3 logs per second over different time intervals.
* Message rate (msgrate): Lower values, around 1.4 to 1.6 messages per second.

Explanation:

* Interpretation of log rate vs. message rate: In FortiAnalyzer, the log rate typically refers to the rate of logs being stored or indexed,
while the message rate refers to individual messages within these logs.

Given that a single log entry can contain mutltiple messages, it's common to see a lower message rate relative to the log rate.

* Understanding normal operation: In this case, the message rate being lower than the log rate is expected and typical behavior. This



discrepancy can arise because each log entry may bundle multiple related messages, reducing the message rate relative to the log
rate.

Conclusion

* Correct answer: A. The message rate being lower than the log rate is normal.

* This aligns with the normal operational behavior of FortiAnalyzer in processing logs and messages.

There is no indication that both logs and messages are nearly finished indexing, as that would typically show diminishing rates toward
zero, which is not the case here. Additionally, there's no information in this output about specific ADOMs or a comparison between
traffic logs and event logs. Thus, options B, C, and D are incorrect.

References:

FortiOS 7.4.1 and FortiAnalyzer 7.4.1 command guides for diagnose fortilogd lograte and diagnose fortilogd msgrate.

NEW QUESTION # 60

You are trying to configure a task in the playbook editor to run a report.
However, when you try to select the desired playbook, you do to see it listed.
What is the reason?

A. The report does not have auto-cache and extended log filtering enabled.
B. The report has no result and must be reconfigured.

C. The playbook is currently running and will be available after it is finished.
D. You must create a trigger to run the report first.

Answer: A

NEW QUESTION # 61
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