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¢ Large-Scale Harmony Endpoint Deployment: This domain is aimed at Harmony Endpoint Security
Professionals and addresses the challenges associated with deploying Harmony Endpoint at scale.

bEY 71 Candidates will learn about strategies for efficient large-scale implementation while maintaining security

standards across numerous devices.

¢ Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
FEw 22 Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.

¢ Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
FEY 23 Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

¢ Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
NEw 24 covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.

e Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
. Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to

FEYZS . . . . .

effectively configure and manage security policies across endpoint devices.
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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) 3B & 156-536 &5 P& (Q32-Q37):

H #32
‘When can administrators prepare the client for the FDE software package installation and deployment?

A. Once a client meets the maximum system requirements

B. Once the policy is installed

C. Once the client system volumes have 32 MB of space

D. Once a client machine meets the minimum system requirements

Ef#: D

-

Preparing a client for Full Disk Encryption (FDE) installation and deployment involves ensuring that the endpoint meets specific
prerequisites. TheCP_R81.20 Harmony Endpoint Server AdmmGuide.pdfexplicitly outlines these requirements.

Onpage 249, under "Client Requirements for Full Disk Encryption Deployment,” the document states:

"Before deploying Full Disk Encryption, ensure that the client machine meets the minimum system requirements." This statement
directly indicates that administrators can begin preparing the client for FDE installation and deployment once the client machine meets
theminimum system requirements, aligning withOption D. The document does not mention "maximum system requirements" (Option
A), suggesting it's an incorrect framing, While having at least 32 MB of continuous space is a specific requirement (see Question 72),
it is a subset of the broader "minimum system requirements" rather than the sole condition (Option C). Additionally, policy installation
(Option B) occurs after preparation, as detailed onpage 250under "Completing Full Disk Encryption Deployment on a Client," which
describes stages like policy application post-preparation.

Thus,Option Dis the most accurate and comprehensive answer based on the official documentation.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 249: "Client Requirements for Full Disk Encryption Deployment”
(minimum requirements).

B #33
The Harmony Endpoint solution includes which three Data Security Software Capability protections?

A. * Passwords and Usernames* Port Protection (MEPP)* Security Questions

B. * Full Disk Encryption* Media Encryption & Port Protection (MEPP)* Remote Access VPN
C. * Media Encryption* Media Decryption* Remote Access VPN

D. * Full Disk Encryption® Media Encryption® Anti-Malware

IEf#: B

HH #34
What is the default encryption algorithm in the Full Disk Encryption tab under Advanced Settings?

A. XTS-AES 128 bit
B. AES-CBC 128 bit
C. AES-CBC 256 bit
D. XTS-AES 256 bit

F
R

: D

B #35
‘When using User Logon Pre-boot Remote Help, the following assistance is provided:
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A. Only Remote Password Change

B. Cleartext Password

C. Only One-Time Logon

D. One-Time Logon and Remote Password Change

Ef#: D

R

User Logon Pre-boot Remote Help is a troubleshooting feature in Harmony Endpoint designed to assist users locked out of Full
Disk Encryption (FDE)-protected computers before the operating system boots. The

CP_R81.20 Harmony Endpoint Server AdminGuide.pdfexplicitly outlines the types of assistance available.

Onpage 425, under "Remote Help," the documentation states:

"There are two types of Full Disk Encryption Remote Help:

* One Time Login - One Time Login lets users access Remote Help using an assumed identity for one session, without resetting the
password. Users who lose their Smart Cards must use this option.

* Remote password change - This option is applicable for users with fixed passwords who are locked out." This extract confirms
that Pre-boot Remote Help providesbothOne-Time Logon and Remote Password Change, directly matchingOption B. These
options address different scenarios: One-Time Logon for temporary access (e.g., lost Smart Cards) and Remote Password Change
for resetting forgotten fixed passwords.

* Option A("'Only One-Time Logon") is incorrect as it excludes Remote Password Change, which is explicitly listed as a second
type of help.

* Option C("Cleartext Password") is not mentioned anywhere in the documentation and would be insecure, making it invalid.

* Option D("Only Remote Password Change") omits One-Time Logon, which is also a supported assistance type, rendering it
incomplete.

Option Bis the only choice that fully reflects the dual assistance types provided by User Logon Pre-boot Remote Help as per the
official documentation.

References:

CP_R81.20 Harmony Endpomnt Server AdminGuide.pdf, Page 425: "Remote Help" (lists the two types of FDE Remote Help
assistance).

B #36
An innovative model that classifies new forms of malware into known malware families based on code and behavioral similarity is
called

e A. Anti-Ransomware
e B. Sanitization (CDR)
¢ C. Polymorphic Model
e D. Behavior Guard

EfE: D

R

Harmony Endpoint includes advanced threat prevention features, one of which is an innovative model designed to identify and
classify new malware by analyzing its code and behavior against known malware famillies. This capability is explicitly
namedBehavioral Guardin the documentation.

TheCP_R81.20 Harmony Endpomnt Server AdminGuide.pdfdescribes this onpage 329, under "Harmony Endpoint Anti-
Ransonware, Behavioral Guard and Forensics':

"Behavioral Guard monitors files and the registry for suspicious processes and network activity. It classifies new forms of malware
mnto known malware families based on code and behavioral similarity." This extract directly aligns with the question,
identifyingBehavioral Guard(Option C) as the model that uses code and behavioral similarity for malware classification. It is an
mtegral part of Harmony Endpoint's advanced threat prevention, distinguishing new threats by linking them to established malware
patterns.

The other options are not applicable:

* Option A ("Sanitization (CDR)"): Refers to Content Disarm and Reconstruction, mentioned under

"Harmony Endpoint Threat Extraction" (page 358), but it focuses on removing threats from files, not classifying malware by
similarity.

* Option B ("Polymorphic Model"): This term is not used in the guide. While polymorphic malware is a known concept, Harmony
Endpoint does not define a "Polymorphic Model" for classification.

* Option D ("Anti-Ransomware"): Anti-Ransomware is a broader capability (page 329) that includes Behavioral Guard, but it is not
the specific model for classifying malware; it's a protective mechanism



Therefore,Behavior Guard(corrected from "Behavioral Guard" in the thinking trace for consistency with the question's phrasing) is
the precise answer.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 329: "Harmony Endpoint Anti-Ransonware, Behavioral Guard
and Forensics" (describes Behavioral Guard's classification model).
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