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NEW QUESTION # 110 
Which of the following is an element of security policy, organization, and awareness?
Available Choices (select all choices that are correct)

A. Product development requirements
B. Technical requirement assessment
C. Staff training and security awareness
D. Penetration testing

Answer: B
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NEW QUESTION # 111 
What are the connections between security zones called?
Available Choices (select all choices that are correct)

A. Tunnels
B. Conduits
C. Firewalls
D. Pathways

Answer: B

Explanation:
According to the ISA/IEC 62443 standard, the connections between security zones are called conduits. A conduit is defined as a
logical or physical grouping of communication channels connecting two or more zones that share common security requirements. A
conduit can be used to control and monitor the data flow between zones, and to apply security measures such as encryption,
authentication, filtering, or logging. A conduit can also be used to isolate zones from each other in case of a security breach or
incident. A conduit can be implemented using various technologies, such as firewalls, routers, switches, cables, or wireless links.
However, these technologies are not synonymous with conduits, as they are only components of a conduit. A firewall, for example,
can be used to create multiple conduits between different zones, or to protect a single zone from external threats. Therefore, the
other options (firewalls, tunnels, and pathways) are not correct names for the connections between security zones. References:
ISA/IEC 62443-3-2:2016 - Security for industrial automation and control systems - Part 3-2: Security risk assessment and system
design1 ISA/IEC 62443-3-3:2013 - Security for industrial automation and control systems - Part 3-3: System security requirements
and security levels2 Zones and Conduits | Tofino Industrial Security Solution3 Key Concepts of ISA/IEC 62443: Zones & Security
Levels | Dragos4

NEW QUESTION # 112 
Which is a commonly used protocol for managing secure data transmission on the Internet?
Available Choices (select all choices that are correct)

A. Datagram Transport Layer Security (DTLS)
B. Microsoft Point-to-Point Encryption
C. Secure Telnet
D. Secure Sockets Layer

Answer: A,D

Explanation:
Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both commonly used protocols for managing
secure data transmission on the Internet. DTLS is a variant of SSL that is designed to work over datagram protocols such as UDP,
which are used for real-time applications such as voice and video.
SSL is a protocol that provides encryption, authentication, and integrity for data transmitted over TCP, which is used for reliable and
ordered delivery of data. Both DTLS and SSL use certificates and asymmetric cryptography to establish a secure session between
the communicating parties, and then use symmetric cryptography to encrypt the data exchanged. DTLS and SSL are widely used in
web browsers, email clients, VPNs, and other applications that require secure communication over the Internet. References:
* ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction to Cryptography, pages 3-5 to 3-7
* Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing Communications, pages 125-126

NEW QUESTION # 113 
What is a feature of an asymmetric key?
Available Choices (select all choices that are correct)

A. Has lower network overhead
B. Uses different keys
C. Uses a continuous stream
D. Shares the same key OD.

Answer: B



NEW QUESTION # 114 
Which ISA/IEC 62443 part covers technical security requirements used by product suppliers, integration service providers, and
asset owners?

A. ISA/IEC 62443-3-3
B. ISA/IEC 62443-4-2
C. ISA/IEC 62443-2-4
D. ISA/IEC 62443-2-1

Answer: A

Explanation:
ISA/IEC 62443-3-3 defines system-level security requirements applicable across roles.
Step 1: System focus
Part 3-3 specifies technical security requirements for IACS systems, independent of who implements them.
Step 2: Multi-role applicability
These requirements are used by:
* Product suppliers (design alignment)
* System integrators (implementation)
* Asset owners (operation and verification)
Step 3: Distinction from other parts
* 2-1 focuses on management systems
* 2-4 focuses on service providers
* 4-2 focuses on component-level requirements
Thus, Option C is correct.
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