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Salesforce Certified MuleSoft Integration Associate Exam Sample Questions
(Q18-Q23):

NEW QUESTION # 18
A developer needs to discover which API specifications have been created within the organization before starting a new project
Which Anypoint Platform component can the developer use to find and try out the currently released API specifications?

A. Runtime Manager
B. Anypoint Exchange
C. API Manager

D. Object Store

Answer: B
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Explanation:

When a developer needs to discover which API specifications have been created within the organization before starting a new
project, Anypoint Exchange is the component to use. Here's a detailed explanation:

* Anypoint Exchange:

* Purpose: Provides a centralized repository where developers can find and access API specifications, connectors, templates, and
other reusable assets.

* API Specifications: Developers can search for API specifications defined using RAML or OAS, review their details, and try them
out using provided mock services.

* Capabilities:

* Search and Discovery: Easily search for and discover existing API specifications within the organization.

* Try Out APIs: Provides tools to interact with and test APIs directly from the Exchange, allowing developers to understand the
APT's functionality and behavior.

* Documentation: Access detailed documentation and exanples for each API specification.

References

* MuleSoft Documentation: Anypoint Exchange

* API Specifications: Finding and Using APIs in Exchange

NEW QUESTION # 19
According to the National Institute of Standards and Technology (NIST) which cloud computing deployment model describes a
composition of two or more distinct clouds that support data and application portability?

A. Public cloud

B. Community cloud
C. Private cloud

D. Hybrid cloud

Answer: D

Explanation:

According to the National Institute of Standards and Technology (NIST), a hybrid cloud is a cloud computing deployment model
that consists of a combination of two or more distinct cloud infrastructures (private, community, or public) that remain unique entities
but are bound together by standardized or proprietary technology that enables data and application portability. Here's a detailed
explanation:

* Hybrid Cloud:

* Definition: Combines on-premises infrastructure (private cloud) with public cloud services, allowing data and applications to be
shared between them

* Portability: Ensures seamless data and application movement between the private and public clouds.

* Integration: Uses technology such as VPNs, APIs, or hybrid cloud management tools to integrate the environments.

* Benefits:

* Flexibility: Offers greater flexibility in deploying workloads where they are most appropriate.

* Scalability: Provides scalability by leveraging public cloud resources while maintaining control over critical applications in a private
cloud.

* Cost Efficiency: Optimizes costs by utilizing public cloud resources for less sensitive workloads while keeping sensitive data in a
private cloud.

References

* NIST Cloud ComputingNIST Definition of Cloud Computing

* Hybrid Cloud: What is Hybrid Cloud?

NEW QUESTION # 20
A Kubernetes controller automatically adds another pod replica to the resource pool in response to increased application load
Which scalability option is the controller implementing?

A. Horizontal
B. Vertical
C. Down

D. Diagonal

Answer: A



Explanation:

Kubernetes offers several scalability options to handle varying application loads. The scenario described involves adding another
pod replica in response to increased load, which is a form of horizontal scaling,

Here's a detailed explanation:

* Horizontal Scaling;

* Definition: Horizontal scaling, also known as scaling out, involves adding more instances (pods) to distribute the load and increase
capacity.

* Implementation in Kubernetes: Kubernetes uses controllers like the Horizontal Pod Autoscaler (HPA) to automatically adjust the
number of pod replicas based on observed CPU utilization or other select metrics.

* Benefits:

* Load Distribution: By adding more pod replicas, the load is evenly distributed, reducing the risk of any single pod being
overwhelmed.

* Fault Tolerance: Horizontal scaling enhances fault tolerance and availability, as multiple pod replicas can handle requests if one
fails.

* Automatic Scaling;

* Kubernetes Controller: The HPA continuously monitors the application load and adjusts the number of pod replicas accordingly,
ensuring optimal performance.

References

* Kubernetes Documentation: Horizontal Pod Autoscaling

* Kubernetes Scalability: Understanding Kubernetes Scaling

NEW QUESTION # 21
What is an advantage of using OAuth 2 0 client credentials and access tokens over only API keys for API authentication?

A. Ifthe access token is compromised it can be exchanged for an API key

B. Ifthe access token is compromised, the client credentials do not have to be reissued
C. Ifthe client ID is compromised it can be exchanged for an API key

D. Ifthe client secret is compromised, the client credentials do not have to be reissued

Answer: B

Explanation:

OAuth 2.0 provides a more secure and flexible way of handling API authentication compared to API keys.

Here's a detailed explanation of the advantage mentioned:

* OAuth 2.0 Client Credentials Grant:

* How It Works: In this flow, a client application uses its client ID and client secret to obtain an access token from the authorization
Server.

* Access Tokens: These tokens are short-lived and used to authenticate API requests.

* Security Advantages:

* Token Compromise: If an access token is compromised, it only grants limited access because it has a short lifespan and can be
easily revoked.

* Client Credentials: The client credentials (client ID and secret) are not exposed during API calls, reducing the risk of them being
compromised.

* Token Refresh: New tokens can be obtained without exposing the client credentials again.

* Comparison with API Keys:

* API Keys: If an API key is compromised, it often provides long-term access without expiration.

Revoking the API key impacts all users or applications using .

* OAuth Tokens: Compromised tokens can be individually revoked without needing to change the client credentials, minimizing
disruption.

References

* OAuth 2.0 Framework: OAuth 2.0

* MuleSoft Security Best Practices: API Security

NEW QUESTION # 22
A system admmistrator needs to determine when permissions were last changed for an Anypoint Platform user.
‘Which Anypoint Platform component should the administrator use to obtain this information?

e A. Anypoint Studio



¢ B. Mule Stack Traces
¢ C. Anypoint Monitoring
¢ D. Audit Logging

Answer: D

Explanation:

Anypoint Platform provides various tools and components for managing and monitoring the platform and its activities. To determine
when permissions were last changed for an Anypoint Platform user, Audit Logging is the appropriate component to use. Here's a
detailed explanation:

* Audit Logging;

* Purpose: Audit logs capture detailed records of user activities and changes within the Anypoint Platform, including permission
changes.

* Access: Administrators can access audit logs through the Anypoint Platform's management console.

* Information Captured:

* User Actions: Logs include information about user logins, permission changes, API deployments, and other critical actions.

* Timestamp: Each log entry is timestamped, providing the exact time and date when the permissions were changed.

* Use Case:

* Monitoring and Security: Audit logs are crucial for monitoring platform activities, ensuring compliance, and investigating security
meidents.

References

* MuleSoft Documentation: Anypoint Platform Audit Logging
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