Palo Alto Networks CloudSec-Pros 2 f Testpdf -fr7¢8 n
T, WERREIT R

Package Dependencies t‘if ’5.)
LV

=
Infrastructure as Code %ﬁ;q)

oAb, 18 B Testpdf CloudSec-Pro? 5 B8 & ) #8 73 W A BRAE 2 # B FY:  hitps:/drive. google.comyopen?
id=1xBSRIWLXMZTHG qnAlmkas YSULZTA6_Q

ITHEER WM REBRENITIT R TP, HEEZAITAEERMMESSE, BUTIIREGEEEEITHLE, &
BREAREA . SLEPEEL [TAEA: Microsoft. Oracle. Cisco. Amazon. IBM. Oracles. CloudSec-Pro %

A2 H H —E AT Palo Alto Networks 523% . #F2 A EMERRAEMHERE L, HE, CloudSec-Pro & ¥

P FL A R F B R B B A M 1 O SRR R IS 5 R, I E B S48 Palo Alto Networks CloudSec-Pro 527%

Testpdff¥] CloudSec-Pro¥ B} i o R 53 100%. B ™ LAMRFE M E B K NSIEA BB ER. B8, EHILFR
MERTEEAAZEAT . RREMKHE, REZEEMEERELRNOARE. RAER, EFANRRES
WA S . EER? Testpdff BRI AT CLERIRAE HEM B AR BT IR B ISR . "B R/RIEIE CloudSec-ProZ 7k i ff
M. AMEISMEERIG? MMRE B Testpd M RBHEIE. H5b, /R CEREZ AT —TERKEE.
IXFEARBUAT LASR B B 5E BRI R B W T .

>> CloudSec-Proz f8 <<

B CloudSec-Profs i 4% & CloudSec-ProiE /g

EAEFPRMAEAEERBERDANGRME, EEREAMAMHE. TEPREASERAGRANEE, &
B ERETFIRBAL, BFEFHK. —KEHE, nRRMA-EERR—EGENITHE, BREEHEEIK, RME
BB SBIBITRE, —5—SEZEREE, TestpdfPalo Alto Networksf] CloudSec-Pro% &% 58 55 ) 4K 3 8 [ & 7 LA E
BhRAMREE 7 (@ I e B, T HERREBUOE, CRBMREITALETE T, BLETestpdf Palo Alto
NetworksffICloudSec-Pro5 i35l & Kl, ERAFE5E.

B Cloud Security Engineer CloudSec-Pro %4 & % & H & (Q42-Q47):

FIRE #42
The development team is building pods to host a web front end, and they want to protect these pods with an application firewall.
Which type of policy should be created to protect this pod from Layer7 attacks?

e A. The development team should create a WAAS rule targeted at all resources on the host.

e B. The development team should create a WAAS rule targeted at the image name of the pods.

e C. The development team should create a runtime policy with networking protections.

e D. The development team should create a WAAS rule for the host where these pods will be running,

Z%: B

fE R A -

To protect the pods hosting a web front end from Layer 7 attacks, the development team should create a Web Application and API
Security (WAAS) rule targeted at the image name of the pods. This approach allows the policy to specifically protect the
applications running within the pods against sophisticated attacks that target the application layer.
https7/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/waas/deploy waas
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& #43
‘When would a policy apply if the policy is set under Defend > Vulnerability > Images > Deployed?

A. when a serverless repository is scanned

B. when the Image is built

C. when the Image is built and when a Container is started form an Image
D. when a Container is started form an Image

ZEX: D
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In Prisma Cloud, policies set under "Defend > Vulnerability > Images > Deployed" are specifically designed to apply at runtine, i.e.,
when a container is instantiated from an image. This ensures that any image, regardless ofits point of origin or creation time, is
evaluated against the defined vulnerability policies at the time it is deployed as a container in the environment. This runtime
enforcement is crucial for catching vulnerabilities that may not have been present or detected during the image build phase, providing
an additional layer of security for running applications.

httpsz/docs.paloaltonetworks.comyprisma/prisma-cloud/22- 12/prisma-cloud-compute-edition-admin

/vulnerability management/vuln_management_rules

i RE #44

An S3 bucket within AWS has generated an alert by violating the Prisma Cloud Default policy "AWS S3 buckets are accessible to
public". The policy definition follows:

config where cloud.type ='aws' AND api.name="aws-s3api-get-bucket-acl AND json.rule="((((acl. grants[?
(@.grantee—"AllUsers")] size > 0) or policyStatus.isPublic is true) and publicAccessBlockConfiguration does not exist) or
((acl.grants[?(@. grantee—"AllUsers")| size > 0) and publicAccessBlockConfiguration.

ignorePublicAcs is false) or (policyStatus.isPublic is true and publicAccessBlockConfiguration.

restrictPublicBuckets is false)) and websiteConfiguration does not exist" Why did this alert get generated?

A. network traffic to the S3 bucket
B. anomalous behaviors

C. configuration of the S3 bucket
D. an event within the cloud account

ER: C

e

The alert "AWS S3 buckets are accessible to public" is generated due to the configuration of the S3 bucket, which has been set in a
way that allows public access. The policy definition provided checks for various conditions that would make an S3 bucket publicly
accessible, such as grants to 'AllUsers', the absence of a

"publicAccessBlockConfiguration, or specific configurations that do not restrict public access. Therefore, the alert is triggered by the
configuration settings of the S3 bucket that violate the policy's criteria for public accessibility.

FIRE #45
A customer has Defenders connected to Prisma Cloud Enterprise. The Defenders are deployed as a DaemonSet in OpenShift.
How should the administrator get a report of vulnerabilities on hosts?

A. Navigate to Monitor > Vulnerabilities > Hosts

B. Navigate to Defend > Vulnerabilities > VM Images
C. Navigate to Monitor > Vulnerabilities > CVE Viewer
D. Navigate to Defend > Vulnerabilities > Hosts

BE: A

fE R A«

To view the vulnerabilities identified on a host, navigating to the "Monitor > Vulnerabilities > Hosts" section within the Prisma Cloud
Console is the correct approach. This section is specifically designed to provide a comprehensive overview of all detected
vulnerabilities within the host environment, offering detailed insights into each vulnerability's nature, severity, and potential impact.
This pathway allows users to efficiently assess the security posture of their hosts, prioritize vulnerabilities based on their severity, and
take appropriate remediation actions. The "Hosts" section under "Vulnerabilities" is tailored to display vulnerabilities related to host



configurations, installed software, and other host-level security concerns, making it the ideal location within the Prisma Cloud
Console for this purpose.

& #46
A customrer is interested in PCI requirements and needs to ensure that no privilege containers can start in the environment.
‘Which action needs to be set for "do not use privileged containers'?

A. Alert
B. Block
C. Fail

D. Prevent

EX: B

Bt B B -

Block - Defender stops the entire container if a process that violates your policy attempts to run.
https:/docs.prismacloudcompute.convdocs/enterprise _edition/runtime_defense/runtime_defense _containers.
htmi# effect
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