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EE#34
In a wireless network integration, how does FortiNAC obtain connecting MAC address information?

e A.RADIUS

e B. End station traffic monitoring
e C. Link traps

e D. MAC notification traps
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FortiNAC can integrate with RADIUS servers to obtan MAC address information for wireless clients that authenticate through the
RADIUS server.

HEE #35

As an OT network administrator, you are managing three FortiGate devices that each protect different levels on the Purdue model
To increase traffic visibility, you are required to implement additional security measures to detect exploits that affect PLCs.

Which security sensor must implement to detect these types of industrial exploits?

A. Application control

B. Antivirus inspection

C. Intrusion prevention system (IPS)
D. Deep packet inspection (DPI)
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HE #36

An OT network architect must deploy a solution to protect fuel pumps in an industrial remote network. All the fuel pumps must be
closely monitored from the corporate network for any temperature fluctuations.

How can the OT network architect achieve this goal?

e A. Configure a fuel server on the corporate network, and deploy a FortiSIEM with a single pattern temperature performance
rule on the remote network.

¢ B. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature performance
rule on the corporate network.

e C. Configure both fuel server and FortiSIEM with a single-pattern temperature performance rule on the corporate network.

¢ D. Configure a fuel server on the remote network, and deploy a FortiSIEM with a single pattern temperature security rule on
the corporate network.

He:. B

ME.
This way, FortiSIEM can discover and monitor everything attached to the remote network and provide security visibility to the
corporate network

A2 #37
Refer to the exhibit.

The IPS profile is added on all of the security policies on FortiGate.
For an OT network, which statement of the IPS profile is true?



A. The IPS profile inspects only traffic originating from SCADA equipmment.

B. The listed IPS signatures are classified as SCADA equipment.

C. FortiGate has no IPS industrial signature database enabled.

D. AILTPS signatures are overridden and must block traffic match signature patterns.
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EAE #38
The OT network analyst run different level of reports to quickly explore failures that could put the network at risk. Such reports can
be about device performance. Which FortiSTEM reporting method helps to identify device failures?

A. Business service reports

B. Active dependent rules reports
C. CMDB operational reports

D. Device inventory reports
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