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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q333-Q338):
NEW QUESTION # 333 
You are in charge of designing Cloudformation templates for your company. One of the key requirements is to
ensure that if a Cloudformation stack is deleted, a snapshot of the relational database is created which is part of
the stack. How can you achieve this in the best possible way?

A. Create a new cloudformation template to create a snapshot of the relational database.
B. Use the Update policy of the cloudformation template to ensure a snapshot is created of the relational
database.
C. Create a snapshot of the relational database beforehand so that when the cloudformation stack is deleted,
the snapshot of the database will be present.
D. Use the Deletion policy of the cloudformation template to ensure a snapshot is created of the relational
database.

Answer: D

Explanation:
Explanation
The AWS documentation mentions the following
With the Deletion Policy attribute you can preserve or (in some cases) backup a resource when its stack is
deleted. You specify a DeletionPolicy attribute for each
resource that you want to control. If a resource has no DeletionPolicy attribute, AWS Cloud Formation deletes
the resource by default. Note that this capability also
applies to update operations that lead to resources being removed.
For more information on the Deletion policy, please visit the below URL:
* http://docs.aws.amazon.com/AWSCIoudFormation/latest/UserGuide/aws-attri
bute-deletionpolicy.html

NEW QUESTION # 334 
Which statement is true about configuring proxy support for Amazon Inspector agent on a Windows-based system?

A. Amazon Inspector agent supports proxy usage on Linux-based systems but not on Windows.
B. Amazon Inspector proxy support on Windows-based systems is achieved through installing proxy-enabled version of the
agent which comes with preconfigured files that you need to edit to match your environment.
C. Amazon Inspector agent supports proxy usage on Windows-based systems through the use of the WinHTTP proxy.
D. Amazon Inspector agent supports proxy usage on Windows-based systems through awsagent.env configuration file.

Answer: C

Explanation:
Proxy support for AWS agents is achieved through the use of the WinHTTP proxy.
Reference:
https://docs.aws.amazon.com/inspector/latest/userguide/inspector_agents-on-win.html#inspector- agent-proxy

NEW QUESTION # 335 
You are building a Ruby on Rails application for internal, non-production use which uses MySQL as a database. You want
developers without very much AWS experience to be able to deploy new code with a single command line push. You also want to
set this up as simply as possible. Which tool is ideal for this setup?

A. AWSCIoudFormation
B. AWS ELB+ EC2 with CLI Push
C. AWS Elastic Beanstalk
D. AWSOpsWorks

Answer: C

Explanation:



Explanation
With Elastic Beanstalk, you can quickly deploy and manage applications in the AWS Cloud without worrying about the
infrastructure that runs those applications.
AWS Elastic Beanstalk reduces management complexity without restricting choice or control. You simply upload your application,
and Elastic Beanstalk automatically handles the details of capacity provisioning, load balancing, scaling, and application health
monitoring Elastic Beanstalk supports applications developed in Java, PHP, .NET, Node.js, Python, and Ruby, as well as different
container types for each language.
For more information on Elastic beanstalk, please visit the below URL:
* http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/Welcome.html

NEW QUESTION # 336 
You have just developed a new mobile application that handles analytics workloads on large scale datasets that
are stored on Amazon Redshift. Consequently, the application needs to access Amazon Redshift tables. Which
of the below methods would be the best, both practically and security-wise, to access the tables? Choose the
correct answer from the options below

A. Createa RedShift read-only access policy in 1AM and embed those credentials in theapplication.
B. Useroles that allow a web identity federated user to assume a role that allowsaccess to the RedShift table
by providing temporary credentials.
C. Createan 1AM user and generate encryption keys for that user. Create a policy for RedShiftread-only
access. Embed the keys in the application.
D. Createa HSM client certificate in Redshift and authenticate using this certificate.

Answer: B

Explanation:
Explanation
For access to any AWS service, the ideal approach for any application is to use Roles. This is the first
preference. Hence option A and C are wrong.
For more information on 1AM policies please refer to the below link:
http://docs.aws.a
mazon.com/IAM/latest/UserGuide/access_pol icies.html
Next for any web application, you need to use web identity federation. Hence option D is the right option. This
along with the usage of roles is highly stressed in the AWS documentation.
"When you write such an app, you'll make requests to AWS services that must be signed with an AWS access
key. However, we strongly recommend that you do not embed or distribute long-term AWS credentials with
apps that a user downloads to a device, even in an encrypted store. Instead, build your app so that it requests
temporary AWS security credentials dynamically when needed using web identity federation. The supplied
temporary credentials map to an AWS role that has only
the permissions needed to perform the tasks required by the mobile app".
For more information on web identity federation please refer to the below link:
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html

NEW QUESTION # 337 
A software company wants to automate the build process for a project where the code is stored in GitHub.
When the repository is updated, source code should be compiled, tested, and pushed to Amazon S3.
Which combination of steps would address these requirements? (Choose three.)

A. Create an AWS OpsWorks deployment with the install dependencies command.
B. Create an AWS CodeDeploy application with the Amazon EC2/On-Premises compute platform.
C. Provision an Amazon EC2 instance to perform the build.
D. Add a buildspec.yml file to the source code with build instructions.
E. Create an AWS CodeBuild project with GitHub as the source repository.
F. Configure a GitHub webhook to trigger a build every time a code change is pushed to the repository.

Answer: D,E,F



NEW QUESTION # 338
......
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