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R #53

A network architect needs to design a new network to connect multiple private data centers. The network must:
* Provide privacy for all traffic between locations

* Use preexisting internet connections

* Use intelligent steering of application traffic over the best path

Which of the following best meets these requirements?

A. MPLS connections
B. SD-WAN

C. ExpressRoute

D. Site-to-site VPN
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Comprehensive and Detailed Explanation From Exact Extract:

SD-WAN (Software-Defined Wide Area Network) enables private, encrypted connections over public internet links and supports
policy-based routing for application-aware traffic steering. It offers centralized management, redundancy, and automatic path
selection - all aligned with the stated requirements.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Software-Defined Networking and WAN
Optimization™

"SD-WAN uses secure tunnels over the public internet, supports dynamic path selection, and provides application-aware routing,
making it ideal for multi-site enterprise connectivity without dedicated links." Other options:

* A. MPLS requires dedicated circuits and is costly.

* C. Site-to-site VPN provides security but lacks intelligent traffic steering,

* D. ExpressRoute is a private connection to Azure, not suited for general internet-based multi-site connectivity.

B #54

A network architect is designing a solution to place network core equipment in a rack inside a data center.

This equipment is crucial to the enterprise and must be as secure as possible to minimize the chance that anyone could connect
directly to the network core. The current security setup is:

* In a locked building that requires sign in with a guard and identification check.

* Ina locked data center accessible by a proximity badge and fingerprint scanner.

* In a locked cabinet that requires the security guard to call the Chief Information Security Officer (CISO) to get permission to
provide the key.

Which of'the following additional measures should the architect recommend to make this equipment more secure?

A. Have the CISO accompany any network engineer that needs to do work in this cabinet.
B. Set up a video surveillance system that has cameras focused on the cabinet.
C. Make all engineers with access to the data center sign a statement of work.
D. Require anyone entering the data center for any reason to undergo a background check.
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Comprehensive and Detailed Explanation From Exact Extract:

Adding video surveillance that is focused on the cabinet enhances physical security by providing monitoring, deterrence, and forensic
evidence in case of unauthorized access. Video surveillance complements existing layered access controls and is a recognized best
practice for protecting high-value network assets.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Physical Security Controls'™

"Video surveillance provides 24/7 monitoring and records of physical access to critical infrastructure, supporting audit and incident
mvestigation processes." Other options:

* A. A statement of work is administrative and does not enhance physical security.

* C. CISO accompaniment is impractical and not scalable.
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* D. Background checks are useful but are generally a prerequisite and not a real-time security control.
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A company just launched a cloud-based application. Some users are reporting the application will not load. A cloud engineer
investigates the issues and reports the following:

* Not all users are experiencing the issue.

* The application infrastructure is optimal.

* Users experiencing the issue belong to the company's remote sales team

Which of the following is most likely misconfigured?

¢ A. Geolocation rules

¢ B. Application load balancers
e C. Ports and protocols

e D. [P addressing
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Since only the remote sales team is affected and the infrastructure and network settings are correct, it's most likely that your
geolocation or geo-restriction policies are blockingtraffic from the regions where those users are located. Correcting those rules to
allow their locations should restore access without impacting other users.

HM #56
A network admmistrator is configuring firewall rules to lock down the network from outside attacks. Which of the following should
the admmnistrator configure to create the most strict set of rules?

e A. Network security group
¢ B. URL filtering

e C. File blocking

e D. Allow List
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Comprehensive and Detailed Explanation From Exact Extract:

An Allow List (also known as Whitelisting) is the most restrictive firewall rule approach. It blocks all traffic by default and only
permits explicitly defined trusted IPs, URLs, or applications. This minimizes the attack surface and ensures that only known, safe
traffic is allowed mto the network.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Firewall and Security Rule Configuration':
"Whitelisting or Allow Listing enforces a default-deny security posture by permitting only specified trusted sources. This approach
offers the highest level of control and reduces exposure to unknown threats." Other options:

* A. URL filtering restricts content access but is not as strict as allow lists.

* B. File blocking targets malicious payloads but doesn't limit traffic sources.

* C. Network Security Groups (NSGs) are effective but broader in scope; they use allow/deny rules but may not be as tightly
controlled as explicit allow lists.
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A network engineer is setting up guest access ona Wi-Fi network. After a recent network analysis, the engineer discovered that a
user could access the guest network and attack the corporate network, since the networks share the same VLAN. Which of the
following should the engineer do to prevent an attack like this one from happening?

A. Configure Layer 2 client isolation for the wireless network.

B. Set up a strong password on the guest wireless network.

C. Set up a captive portal so all guest users have to register before gaining access to the wireless network.
D. Set up a MAC filtering rule and add the MAC addresses of all corporate devices to the allow list.
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Comprehensive and Detailed Explanation From Exact Extract:

Layer 2 client isolation ensures that devices connected to the same wireless network (such as a guest SSID) cannot communicate
with each other or other VLANSs. This prevents guest users from scanning or attacking internal devices. It's a fundamental security
control for guest Wi-Fi access.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Wireless Network Segmentation and Security":
"Client isolation prevents peer-to-peer attacks over Wi-Fi by ensuring wireless clients cannot commumicate with one another, a
necessary control on shared guest networks." Other options:

* B. MAC filtering is easy to spoof and hard to manage at scale.

* C. Strong passwords improve access control but don't isolate guest traffic.

* D. Captive portals add a registration layer but don't address VLAN or broadcast isolation.
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