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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS) 52 &
156-590 55 & (Q20-Q25):

ER#20
Task: Assign Anti-Bot and Anti- Virus profiles to a Threat Prevention policy rule.

Ef#:

Rt :

See the Explanation. Explanation:

1- Open Threat Prevention > Policy.

2- Add a rule with appropriate Source, Destination, Services.
3- Under "Profile," assign the custom AV/AB profile.

4- Set Action to "Accept" and Track to "Log."

5- Publish and mstall the policy.
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R #21
Task: Clone an existing profile to use for mobile endpoints and modify AV scanning.

Ef#:

fEE N -

See the Explanation. Explanation:

1- Go to Threat Prevention > Profiles.

2- Select the base profile (e.g., Optimized), right-click > Clone.

3- Name it Mobile Profile.

4- Edit Anti-Virus settings to use Detect instead of Prevent for medium threats.
5- Save and assign to mobile VPN policy rule.

Bl #22
Task: Use CLI to check ThreatCloud status.

Ef#:

e«

See the Explanation. Explanation:

1- SSH mto Gateway.

2- Run: tecli show cloud status.

3- Look for Status: Connected.

4- Check logs in /opt/CPsuite-R81/fw1/log/te.log.

5- Ensure outbound HTTPS to ThreatCloud servers is allowed.

B #23
Task: Validate Anti-Bot blade updates on the Gateway.

IEf#:

fi .-

See the Explanation. Explanation:

1- SSH nto the Gateway.

2- Run: cpstat threat-emulation and cpstat anti-bot.

3- Check SmartConsole > Gateways > Updates tab.

4- Validate signature update timestamps.

5- Ensure outbound connectivity to Check Point update servers.

HH #24
Task: Manually trigger an IPS update fiom SmartConsole.

Ef#:

AR

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates.

2- Click "Check Now" under IPS section.

3- Wait for update to complete and view the status log,

4- On the gateway, check SFWDIR/log/ips update.elg for details.
5- Confirm the update applied with ips stat.

B #25
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