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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q69-Q74):

NEW QUESTION # 69
Refer to The exhibit, which shows a topology diagram.

A customer wants to use SD-WAN for traffic generated from the data center towards Branches. SD-WAN on HUB should follow
the underlay condition on each Branch and the solution should be scalable for hundreds of Branches.
Which SD WAN-Rules strategy should be used?

A. Manual based on route-tags

B. Best Quality based on route-tags
C. Lowest Cost SLA

D. Auto based on link quality
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Answer: B

NEW QUESTION # 70
Refer to the exhibits.

A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch
models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

A. 2x FortiSwitch 224E-POE
B. 2x FortiSwitch 248E-FPOE
C. 2x FortiSwitch 124E-FPOE
D. Ix FortiSwitch 248EFPOE

Answer: C

Explanation:
the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about 370 meaning
25x12 =300 so you left with about 70 W on the switch meaning you can still add two more access point on that switch.

NEW QUESTION # 71
‘Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM? (Choose two.)

A. Report
B. SCP
C. APl
D. FTP

Answer: C,D

Explanation:

User defined Lookup Table Data (LTD) is a feature that allows users to import custom data into FortiSIEM for correlation,
reporting, and analysis purposes. Users can create LTD files in CSV format and import them into FortiSIEM using two methods:
FTP or APL FTP is a file transfer protocol that allows users to upload LTD files to a designated folder on the FortiSIEM server.
API is an application programming interface that allows users to send HTTP requests to upload LTD files to FortiSIEM using
RESTful web services. Reference: https://docs. fortinet.com/document/fortisieny6.4.0/administration- guide/ 1 9662/user-defined-
lookup-table-data

NEW QUESTION # 72
Refer to the exhibit.

To facilitate a large-scale deployment of SD-WAN/ADVPN with FortiGate devices, you are tasked with configuring the FortiGate
devices to support injecting of IKE routes on the ADVPN shortcut tunnels.

Which three commands must be added or changed to the FortiGate spoke config vpn ipsec phasei-interface options referenced in
the exhibit for the VPN interface to enable this capability? (Choose three.)

A. set mode-cfg enable

B. set mode-cfg-allow-client-selector enable
C. set ike-version 1

D. set net-device disable

E. set add-route enable

Answer: B,D,E

Explanation:

A is correct because net-device disable prevents the VPN interface from being added to the routing table as a connected route. This
allows IKE routes to be injected instead. D is correct because add-route enable enables IKE route injection on the VPN interface.
E is correct because mode-cfg-allow-client-selector enable allows the VPN interface to accept IKE routes from any peer that



matches the phase 1 configuration. Reference: httpsz//docs.fortinet.conydocument/fortigate/7.0. 1 /administration-guide/490352/advpn
httpsz//docs.fortinet.convdocument/fortigate/7.0. 1 /administration-guide/4903 52/advpn-configuration

NEW QUESTION # 73
Refer to the exhibit.

The exhibit shows the forensics analysis of an event detected by the FortiEDR core In this scenario, which statement is correct
regarding the threat?

A. This is an exfiltration attack and has been stopped by FortiEDR.

B. This is a ransomware attack and has not been stopped by FortiEDR.
C. This is a ransomware attack and has been stopped by FortiEDR

D. This is an exfiltration attack and has not been stopped by FortiEDR

Answer: D

Explanation:

The exhibit shows that the FortiEDR core has detected an exfiltration attack. The attack is attempting to copy files from the device
to an external location. The FortiEDR core has blocked the attack, and the files have not been exfiltrated.

The exhibit also shows that the attack is using the Cobalt Strike beacon. Cobalt Strike is a penetration testing tool that can be used
for both legitimate and malicious purposes. In this case, the Cobalt Strike beacon is being used to exfiltrate files from the device.
The other options are incorrect. Option A is incorrect because the attack has not been stopped. Option C is incorrect because the
attack is not a ransonmware attack. Option D is incorrect because the FortiEDR core has not stopped the attack.

References:

FortiEDR Forensics: https://docs.fortinet.conydocument/fortiedr/6.0.0/administration- guide/733983/forensics Cobalt Strike:
https//www.cobaltstrike.cony

NEW QUESTION # 74
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