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B #345
‘Which action would an administrator take to ensure that a service object will be available only to the selected device group?

e A ensure that disable override is selected

¢ B. ensure that disable override is cleared

e (. create the service object in the specific template
e D. uncheck the shared option
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httpsz/docs.paloaltonetworks.comypanorama/9-0/panorama-admin/manage- firewalls/manage-device-groups
/create-objects-for-use-in-shared-or-device- group-policy

I #346
‘Which path in PAN-OS 10.0 displays the list of port-based security policy rules?

A. Policies> Security> Rule Usage> Port-based Rules
B. Policies> Security> Rule Usage> Unused Apps

C. Policies> Security> Rule Usage> No App Specified
D. Policies> Security> Rule Usage> Port only specified

Ef#: C
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https:/docs.paloaltonetworks.comypan-0s/9-0/pan-os-admin/app-id/security- policy-rule-optimization/migrate-port-based-to-app-
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H #347
A website is unexpectedly allowed due to miscategorization.
‘What are two way-s to resolve this issue for a proper response? (Choose two.)

e A Identify the URL category being assigned to the website.Edit the active URL Filtering profile and update that category's
site access settings to block.

¢ B. Create a URL category and assign the affected URL.Add a Security policy with a URL category qualifier of the custom
URL category below the original policy. Set the policy action to Deny.

¢ (. Review the categorization of the website on https//urlfitering, paloaltonetworks.com.Submit for "request change*,
identifying the appropriate categorization, and wait for confirmation before testing again.

e D. Create a URL category and assign the affected URL.Update the active URL Filtering profile site access setting for the
custom URL category to block.

Ef#: B. C

B #348

A security analyst is configuring decryption policies on a Palo Alto Networks firewall to prevent the exfiltration of sensitive data
through encrypted channels. They encounter a scenario where an internal application, using self-signed certificates, needs to
communicate with an external cloud service over TLS. Decrypting this traffic with a traditional 'SSL Forward Proxy’ profile causes
application failures. Which decryption mode and associated configuration would be most appropriate to inspect this traffic without
breaking the application, while still ensuring sensitive data protection?

¢ A. SSL Inbound Inspection with a custom certificate profile for the internal application's self-signed certificates.

¢ B. SSL No Decryption with the 'Forward Proxy' decryption profile and a custom 'Decryption Policy' rule to decrypt this
specific traffic.

¢ C. SSL Decryption Exclusions based on URL Category for the cloud service.

e D. SSL Forward Proxy with the 'No Decryption' action for the specific application traffic.

e E. SSL Forward Proxy with the 'SSL Protocol Settings' configured to 'Block Sessions with Untrusted Certificates'.

IEf#E: A

AR :

For internal applications using self-signed certificates that need decryption, SSL Inbound Inspection is the correct approach. Instead
of the firewall re-signing traffic with its own root CA (which would break trust for the self-signed certs), Inbound Inspection requires
importing the internal application's private key and certificate onto the firewall. This allows the firewall to decrypt and inspect the
traffic originating from that internal application without disrupting its trust chain with the external service. Options A, C, and D either
disable inspection or are more suited for general outbound traffic. Option E is contradictory as "No Decryption' would prevent
inspection.



R #349
Based on the image provided, which two statements apply to the Security policy rules? (Choose two.)

A. Inthe Allow-FTP policy, FTP is allowed using App-ID.

B. The Allow-Office-Prograns rule is using an application group.
C. The Allow-Office-Programs rule is using an application filter.
D. The Allow-Social-Media rule allows all Facebook functions.
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