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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q52-Q57):

NEW QUESTION # 52
Task: Test action taken for suspected bot-infected host.

Answer:

Explanation:

See the Explanation. Explanation:

1- Generate outbound suspicious DNS request (e.g,, using simulated botnet domain).
2- Review logs in SmartConsole > blade:"Anti-Bot".

3- Confirm whether the connection was blocked or allowed.

4- Validate host quarantine action, if configured.

5- Check endpoint if agent alerts were triggered.

NEW QUESTION # 53
Task: Create a new Threat Prevention profile n SmartConsole.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Profiles.

2- Click "New Profile" and name it.

3- Adjust IPS, Anti-Bot, and AV settings to "Prevent” or "Detect."
4- Save and assign it to relevant policy layers.

5- Publish and install policy.

NEW QUESTION # 54
Task: Use CLI to test connectivity with IPS update servers.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into the Gateway.

2- Run: curl -v https//updates.checkpoint.com

3- Confirm certificate and connection success.

4- Run ips update now for manual update.

5- Check /opt/CPsuite-R81/fw1/log/ips_update.elg for result.

NEW QUESTION # 55
Task: Check the current IPS protection version on the Security Gateway.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open SmartConsole > Gateways & Servers.

2- Select the gateway and go to the "Threat Prevention" tab.
3- Note the IPS database version and timestamnmp.

4- On CLI run ips stat to cross-verify.

5- Ensure version matches the latest published by Check Point.



NEW QUESTION # 56
Task: Verify cloud connectivity for AV and AB updates.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into gateway.

2- Run: curl -v https//updates.checkpoint.com

3- Ensure no proxy or DNS errors are shown.

4- Also test curl -v hitps/te.checkpoint.com

5- Confirm successful connection and no certificate errors.

NEW QUESTION # 57
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