NSE7_OTS-7.2HAGERN 2% F & NSE7_OTS-7.2%4
FER

Fortinet
NSE7 OTS-7.2 «
REAELE

mTE

P.S.JPNTest# Google Drive T35 H L T v» 3 ## D2026 Fortinet NSE7 OTS-7.2% > 7°:  hitps:/drive.google.com/open?
1d=1VLzmfaQ5keFkcI82BOSKEbzbhGOxul YA

BrIEERAE/R>TVWEDOTT . BEA—RELZTHY &3 &. W &FortinetONSE7 OTS-7.2:RERIE D 7
WA= aveRBIENTEET. IPNTeste WIH A 279 V7L ksbalOBWEREZLET. i
Tz 538 b R FortinetONSE7_OTS-7.238k b v —=> 7 BRI & RO & L 125 5. JPNTestD [ & % & 20
FRALTLEE W, o tRBRICAKLET &,

Y D% < D ANig&EfFortinet NSE7 OTS-72& MR ERBIC A—AL EL T, HoUkEDLHIeTEELL
Do Bk, A IICIPNTests HA S ¥ TW BT & A . RL2HY 4  DFortinet NSE7 OTS-7.2 R 58 & 1%
BE»OBRBHLMEER AL T, b2 LCEBEDOY—E X 2Rt 3 2 DIENSE7 OTS-7.2& &2 ERBD
BRI & > THE—DIRIRTT. BEbLL Ty JPNTesth 4 MERERELSTHL T, daizcRBEEKE8H» -
THhFET L CBEILLL 7.

>>NSE7_OTS-7T2H ABRN IS EH <<

REROMEMEHE-EH T 2NSE7 OTS-72H A B R IS SEERB-—F
B85 Z NSE7 OTS-7.2Mh % EE

NSE7 OTS-7.2i BB RO — D DF M M 2 MW TE 22 £ T¥. SR, ZBHEIEORKH 20 TH
B8 72 5. NSE7 OTS- 728 BRI BT & £ 4. Ht> T NSE7 OTS-7.2:A B &k # sk + 2 B4 E L T 0
WT T, NSE7 OTS-7.28BERIE ZA L ICOOER. MR LA »2& 2. Bt v —e 22814
¥7. NSE7 OTS-728 Kl 254 2 L &, MrEMBI DY & L6, Bt eEiETE £ 7.

FortinetONSE7 OTS-7.2RBE &Mk OTt F 2V 7 A XL 2IT7 o7 2 v v aF it & > THEL BT

T. COREEWKIE BRHEHROTAY M7 — IR0 F NA A RECRET 2D CVELRAFIVRMBEF->
TR ExAHLET. CORER. 7u— V@b sen. OTay b7 — 27 2 BHB L UBERT L0
Bz OFBREE R 2EAFCHFMES L T & T. & 512, Fortinet NSE7 OTS-7.2:R &KL« W
Ay hT7—2%* 2y 7 4 BB CHES %Y T Fortinet NSESRRE B %2 £ O LM OBREEMIC AT 72 43009
KaEDET.

Fortinet NSE 7 - OT Security 7.2 38 NSE7_OTS-7.2 ;A B 5 & (Q83-Q88):

HH #83
An OT network architect needs to secure control area zones with a single network access policy to provision devices to any number

of different networks.
On which device can this be accomplished?

e A FortiNAC
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e B. FortiGate
e C. FortiEDR
e D. FortiSwitch

EfE: A

P #84
Which three device profiling methods of FortiNAC are considered non-direct? (Choose three.)

A. IP range

B. Network traffic
C.SSH

D. Location

E. TCP

Ef#: A. B. D

HM #85

FortiAnalyzer is implemented in the OT network to receive logs from responsible FortiGate devices. The logs must be processed by
FortiAnalyzer.

In this scenario, which statement is correct about the purpose of FortiAnalyzer receiving and processing multiple log messages from
a given PLC or RTU?

A. To isolate PLCs or RTUs in the event of external attacks

B. To help OT administrators configure the network and prevent breaches

C. To determine which type of messages from the PLC or RTU causes issues in the plant
D. To configure event handlers and take further action on FortiGate

iFf@g: D

B #86

Refer to the exhibit.

An OT network security audit concluded that the application sensor requires changes to ensure the correct security action is
committed against the overrides filters.

Which change must the OT network administrator make?

e A. Change the security action of the industrial category to monitor.

e B. Set the priority of the C.BO.NA.1 signature override to 1.

e C. Remove IEC.60870.5.104 Information. Transfer from the first filtter override.
¢ D. Set all application categories to apply default actions.

EfE: C

AR :

According to the Fortinet NSE 7 - OT Security 6.4 exam guidel, the application sensor settings allow you to configure the security
action for each application category andnetwork protocol override. The security action determines how the FortiGate unit handles
traffic that matches the application category or network protocol override. The security action can be one of the following:

Allow: The FortiGate unit allows the traffic without any further inspection.

Monitor: The FortiGate unit allows the traffic and logs it for monitoring purposes.

Block: The FortiGate unit blocks the traffic and logs it as an attack.

The priority of the network protocol override determines the order in which the FortiGate unit applies the security action to the
traffic. The lower the priority number, the higher the priority. For example, a priority of

1 is higher than a priority of 10.

In the exhibit, the application sensor has the following settings:

The industrial category has a security action of allow, which means that the FortiGate unit will not inspect or log any traffic that
belongs to this category.

The IEC.60870.5.104 Information. Transfer network protocol override has a security action of block, which means that the
FortiGate unit will block and log any traffic that matches this protocol.



The IEC.60870.5.104 Control. Functions network protocol override has a security action of monitor, which means that the
FortiGate unit will allow and log any traffic that matches this protocol.

The TEC.60870.5.104 Start/Stop network protocol override has a security action of allow, which means that the FortiGate unit will
not inspect or log any trafic that matches this protocol.

The IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol override has a security action of block, which means that the
FortiGate unit will block and log any traffic that matches this protocol.

The problem with these settings is that the IEC.60870.5.104 Transfer.C.BO.NA.1 network protocol override has a lower priority
than the IEC.60870.5.104 Information. Transfer network protocol override. This means that if the traffic matches both protocols, the
FortiGate unit will apply the security action of the higher priority override, which is block. However, the IEC.60870.5.104
Transfer.C.BO.NA.1 protocol is used to transfer binary outputs, which are essential for controlling OT devices. Therefore, blocking
this protocol could have negative consequences for the OT network.

To fix this issue, the OT network administrator must set the priority of the IEC.60870.5.104 Transfer.C.BO.

NA.1 network protocol override to 1, which is higher than the priority of the IEC.60870.5.104 Information.

Transfer network protocol override. This way, the FortiGate unit will apply the security action of the lower priority override, which is
allow, to the traffic that matches both protocols. This will ensure that the FortiGate unit does not block the traffic that is used to
transfer binary outputs, while still blocking the traffic that is used to transfer information.

1: NSE 7 Network Security Architect - Fortinet

HH #87
Which two frameworks are common to secure ICS industrial processes, including SCADA and DCS?
(Choose two.)

A. NIST Cybersecurity
B. [EC 62443

C. IEC104

D. Modbus

_—I.Eﬁ: B\ C
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