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Palo Alto Networks Security Operations Generalist Sample Questions (Q187-
Q192):

NEW QUESTION # 187

A security administrator is reviewing logs on a Palo Alto Networks NGFW that is performing SSH Proxy decryption for traffic to
internal Linux servers. They find log entries categorized under 'file-transfer' and 'threat' associated with the 'ssh' application. What
nmust be true for the firewall to generate such detailed logs for activity occurring within an encrypted SSH tunnel?

A. The firewall must have the root CA certificate used to sign the server's SSH host key installed as a Trusted Root CA.

B. The Security policy rule allowing SSH traffic must have a WildFire analysis profile configured.

C. The session must be using SSH protocol version 1, as later versions are not inspectable.

D. The SSH Proxy decryption feature must be enabled and successfully decrypting the session.

E. The SSH client and server must be configured to explicitly allow file transfers (like SCP or SFTP) on standard SSH port
22.

Answer: D

Explanation:
To inspect the content and activities happening inside an encrypted SSH tunnel (like file transfers or command execution which could
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trigger threat signatures), the firewall must be able to decrypt the tunnel. This is the function of the SSH Proxy feature. Once
decrypted, App-1D can identify activities like 'file-transfer' within the SSH session, and Content-ID/Threat Prevention engines can
scan the data stream for threats. Option A is necessary for detecting malware if the traffic is decrypted, but decryption is the
prerequisite. Option C describes how file transfers happen over SSH but doesn't explain how the firewall sees them within the
encrypted tunnel. Option D is related to validating certificates, which is part of SSL/TLS, not the host key verification process used
in SSH Proxy. Option E is incorrect; SSH Proxy is designed for modern, secure SSH protocol versions (like v2); SSHvI is
deprecated and insecure, and less likely to be supported for advanced inspection.

NEW QUESTION # 188
‘Which action types are typically available for configuration within the Vulnerability Protection profile on a Palo Alto Networks
NGFW to respond to detected exploit attempts? (Select all that apply)

A. Block

B. Quarantine the source endpoint

C. Reset Server (for server-side exploits)
D. Allow

E. Alert

Answer: A,C,E

Explanation:

Vulnerability Protection profile actions define how the firewall responds when an exploit signature is matched. - Option A
(Incorrect): 'Allow' is not a typical action for detected exploit attempts; the goal is to prevent the exploitation. - Option B (Correct):
'Alert' generates a log entry and notification without preventing the traffic. Useful for monitoring or testing. - Option C (Correct):
'Block' terminates the session and drops the malicious packets, preventing the exploit from reaching the target. This is a common
preventative action. - Option D (Correct): 'Reset Server' (or 'Reset Client', 'Reset Both') injects TCP reset packets into the stream
to cleanly terminate the connection. This can be useful for preventing server processes from entering an unstable state after an
attempted exploit. - Option E (Incorrect): While quarantining endpoints is a response capability often integrated via platforns like
Cortex XDR or network access control (NAC), it is not a direct action within the Vulnerability Protection profile itself on the
NGFW.

NEW QUESTION # 189
Which of the following statements accurately describes the relationship between Cloud-Delivered Security Services (CDSS) and
Security Profiles on Palo Alto Networks NGFWs and Prisma SASE?

e A. Security Profiles are only used for basic Layer 4 filtering (port/protocol), while CDSS provide advanced inspection.

e B. CDSS are physical or virtual appliances deployed alongside the firewall to perform security inspection.

e C. Security Profiles are configuration objects on the firewall/Prisma Access where administrators define the desired security
actions, and these profiles leverage the intelligence and capabilities provided by the CDSS subscriptions.

e D. CDSS are entirely separate cloud services that operate independently of the security profiles configured on the
firewall/Prisma Access.

e E. CDSS subscriptions automatically apply security actions globally without requiring Security Policy or profile configuration.

Answer: C

Explanation:

CDSS subscriptions enhance the efficacy of the security profiles configured on the firewall or Prisma SASE. - Option A: CDSS are
cloud services, but they are integrated with and leveraged by the firewall's security profiles. - Option B (Correct): Security Profiles
(Threat, URL, WildFire Analysis, etc.) are where the administrator defines the policy (e.g., 'block high-severity threats', 'alert on
ganbling sites'). These profiles, when subscribed to the relevant CDSS, gain access to the latest threat intelligence, cloud-based
analysis engines (WildFire), and dynamic databases (URL Filtering, DNS Security) provided by the CDSS. The firewall enforces
the policy defined in the profile using the mtelligence fiom the cloud. - Option C: CDSS provide intelligence and capabilities, but
policy actions (allow, block, alert) are defined by the administrator in Security Profiles and applied via Security Policy rules. - Option
D: Security Profiles contain configurations for advanced Layer 7 inspection engines (App-ID, Content-1D), not just basic Layer 4
filtering. - Option E: CDSS are cloud-delivered services , not physical or virtual appliances deployed by the customer (the exception
being some on-premises components like WF-500 appliances for specific use cases, but the service itself is cloud-based).



NEW QUESTION # 190

A global organization with Prisma SD-WAN needs to connect its branch offices to both the internet and to applications hosted in its
central data center. Data center applications use private [P addresses, while internet access requires public IP translation. Branch
office users should access data center applications directly over the most optimal SD-WAN tunnel, and access the internet via a
centralized security stack (e.g., Prisma Access or a central firewall) for inspection and SNAT Which combination of Prisma SD-
WAN policy types and configurations are necessary to achieve this traffic flow and address translation requirement? (Select all that

apply)

¢ A. Configure a NAT Policy rule for Data Center Application traffic to perform Destination NAT, translating the private server
IPs to public IPs at the branch.

¢ B. Use Security Policy rules to determine whether traffic should go to the data center or the internet.

e C. Configure a NAT Policy rule for Internet-bound traffic originating from branch users to perform Source NAT, translating
private user IPs to a public IP at the designated internet egress point (central security stack or branch egress).

¢ D. Configure a Path Policy rule for Internet-bound traffic to prefer paths towards the central security stack site or a
designated internet egress link at the branch.

¢ E. Configure a Path Policy rule for Data Center Application traffic to prefer paths towards the Data Center Site, typically
using secure overlay tunnels.

Answer: C.D.E

Explanation:

This scenario mvolves routing traffic based on destination (data center vs. internet) and applying appropriate NAT. - Option A
(Correct): Path Policies are used to steer traffic. Traffic destined for data center applications (identified by IP, application, etc.)
needs a Path Policy rule directing it towards the Data Center site over the established SD-WAN overlay tunnels. These tunnels
provide secure, optimized connectivity for private [P commumication. - Option B (Correct): Internet-bound traffic also needs a Path
Policy rule. This rule would direct traffic destined for public IPs towards the designated internet egress point. This could be a direct
internet link at the branch (if distributed egress is used) or, as described in the prompt, towards a central site hosting a security stack
(like Prisma Access or a firewall) for centralized security and internet access. - Option C (Incorrect): Destination NAT (DNAT) is
used for inbound traffic to internal servers (changing public destination IP to private). For branches accessing internal data center
applications with private [Ps, DNAT is not needed at the branch . The private IPs are routable within the SD-WAN overlay. -
Option D (Correct): Internet-bound traffic from private [P users requires Source NAT (SNAT) to translate their private IPs to
public IPs for commumication on the mnternet. This SNAT is configured via a NAT Policy rule and typically happens at the point of
intemet egress (either the branch direct internet link or the central security stack). - Option E (Incorrect): Security Policy controls
what traffic is allowed and inspected once it's on a path, but the decision of which path to take (data center tunnel vs. internet path)
is primarily determined by Path Policy.

NEW QUESTION # 191

An organization needs to deploy a high-performance firewall at its main data center internet edge, capable of inspecting large
volumes of encrypted traffic, handling very high connection rates, and supporting physical fiber interfaces. They also need to secure a
new virtualized server environment using the same security policies and management plane, but with more deployment flexibility and
potentially different scaling requirements. Which Palo Alto Networks form factors would be the MOST appropriate choices for
these two distinct deployment needs, respectively?

A. CN-Series for the internet edge and Cloud NGFW for the virtualized server environment.
B. PA-Series for the internet edge and VM-Series for the virtualized server environment.

C. VM-Series for the internet edge and PA-Series for the virtualized server environment.

D. Cloud NGFW for the internet edge and CN-Series for the virtualized server environment.
E. Two PA-Series firewalls for both environments, connected via a dedicated link.

Answer: B

Explanation:

This scenario highlights the different strengths and intended use cases of the physical and virtual firewall form factors. - PA-Series:
Designed for high performance, high throughput, and physical connectivity needs at key network choke points like the internet edge
of'a data center. They are built with dedicated hardware for acceleration. - VM-Series: Software firewalls offering flexibility and
scalability in virtualized or cloud environments. They are ideal for securing virtual machines and segments within a virtualized data
center or cloud environment. Option A correctly matches the high-performance physical requirement for the internet edge with the
PA-Series and the need for flexibility in a virtualized environment with the VM-Series. Both can be managed centrally by Panorama
to ensure consistent policy. Option B is incorrect; Cloud NGFW and CN-Series are primarily for public cloud/container
environments, not a physical data center internet edge or general virtualized server environment (where VM-Series is more general-



purpose). Option C reverses the appropriate use cases. Options D and E are incorrect as described.

NEW QUESTION # 192
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