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¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption
A1 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Implementing OS and Workload Protection: This section of the exam measures the skills of OCI

Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion
F=H 2 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
=x 3 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat ntelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.
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EE #38
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's
responsibility for security?

A. OCI has no security responsibilities; custormers need to secure their resources.

B. Customers are responsible for securing both infrastructure and data.

C. OClI is responsible for securing the underlying infrastructure but not customer data.
D. OCI provides security only for free-tier services; custommers secure everything else.
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"Your company is in the process of migrating its sensitive data to Oracle Cloud Infrastructure (OCI) and is prioritizing the strongest
possible security measures. Encryption is a key part of this strategy, but you are particularly concerned about the physical security of
the hardware where your encryption keys will be stored.

Which characteristic of OCI Key Management Service (KMS) helps ensure the physical security of your encryption keys?

A. Seamless integration with other OCI services for streamlined workflows
B. Utilization of FIPS 140-2 validated Hardware Security Modules (HSMs)"
C. Granular customer control over key access permissions

D. Centralized key management for simplified administration
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"A company, ABC, is planning to launch a new web application on OCI. Based on past experiences, they expect a significant surge
in traffic after the launch. You are responsible for ensuring that the application is highly available.

Which step would you perform to achieve this goal?

A. Implement security controls, such as web application firewalls, to protect against common attack vectors.

B. Configure Cloud Guard to prevent large amounts of traffic from reaching the web application.

C. Use a load balancer to distribute incoming traffic evenly across multiple instances of the web application."

D. Use a Virtual Cloud Network (VCN) with subnets, security lists, and routing rules to isolate the web application from the
Internet and other resources.
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AE #41
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge functionality
specifically enhance Identity and Access Management (IAM) practices?



A. Tt directly integrates with OCI MFA providers, allowing for seamless enforcement of MFA for users authenticated through
AD credentials.

B. It facilitates delegated administration, allowing authorized AD users to manage specific resources within the OCI identity
domain.

C. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships froman
existing Microsoft Active Directory (AD) environment.

D. It strengthens access security by providing an additional layer of authentication through AD integration.
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A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:

vim01, and VM-02 is tagged with app:vm02. The VCN is labeled with network:ven01, The ZPR policy states:
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"What is the expected outcome of this policy?

A. Both VM-01 and VM-02 can SSH into each other.

B. VM-02 can SSH into VM-01, but VM-01 cannot SSH into VM-02.
C. Netither VM-01 nor VM-02 can SSH into each other."

D. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.
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