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ISACA COBIT Design and Implementation Certificate Sample Questions
(Q44-Q49):
NEW QUESTION # 44 
When assessing the current state of I&T, a continual improvement task includes:

A. Identifying key enterprise and supporting alignment goals.
B. Raising executive awareness of IT and the value of EGIT.
C. Developing metrics to monitor I&T performance.
D. Identifying potential process improvements.

Answer: D

Explanation:
In the COBIT 2019 Implementation Guide:
"During the 'Where are we now?' phase, the enterprise assesses the current state of governance and identifies process capability
gaps. These gaps directly inform process improvement opportunities for the implementation roadmap." The emphasis at this stage is
on evaluation and gap identification-not strategic goal-setting or awareness- building, which occur earlier in the lifecycle.
Reference:COBIT 2019 Implementation Guide, Phase 2

NEW QUESTION # 45 
Who is responsible for performing a stakeholder satisfaction survey and gathering feedback on lessons learned from the
implementation of an EGIT program plan?

A. The risk and compliance function and IT audit
B. The CIO and the program steering committee
C. Business executives and the I&T governance board
D. IT managers and IT process owners

Answer: B

Explanation:
The COBIT 2019 Implementation Guide assigns accountability for program-level evaluation and benefits realization to executive
roles responsible for governance oversight. Specifically, the program steering committee, chaired or sponsored by the CIO, is
accountable for monitoring outcomes, assessing stakeholder satisfaction, and capturing lessons learned once implementation phases
are completed.
While IT managers and process owners contribute operational input, they are not accountable for enterprise- wide feedback.
Similarly, audit and compliance functions provide independent assurance rather than program ownership. Business executives and
governance boards retain oversight but do not execute implementation monitoring activities.
The Implementation Guide stresses that continuous improvement depends on formal feedback loops, including stakeholder surveys
and post-implementation reviews. These activities ensure alignment with enterprise goals, validate benefits realization, and support
momentum for future governance improvements.
The CIO plays a central role by coordinating across business and IT, while the steering committee ensures decisions remain aligned
with strategic objectives. This shared responsibility ensures accountability, transparency, and sustainability of the EGIT program.

NEW QUESTION # 46 
Which of the following would BEST enable the prioritization of governance objectives?

A. The IT strategic plan
B. A matrixed scoring methodology
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C. Expected performance outcomes
D. The enterprises risk tolerance

Answer: B

Explanation:
In COBIT 2019, the prioritization of governance objectives is essential to ensure that the most critical aspects of IT governance
receive the necessary focus and resources. A matrixed scoring methodology is considered the best enabler for prioritizing
governance objectives because it provides a structured, systematic, and quantifiable approach to evaluating and ranking various
governance objectives based on multiple criteria.
Detailed Explanation with References:
* IT Strategic Plan (Option A):
* The IT strategic plan outlines the strategic direction and objectives of IT within the organization.
While it provides guidance on long-term goals and initiatives, it does not offer a detailed mechanism for prioritizing specific
governance objectives.
* Matrixed Scoring Methodology (Option B):
* A matrixed scoring methodology allows the organization to evaluate governance objectives against a set of predefined criteria such
as strategic alignment, risk impact, resource availability, and expected benefits. This methodology helps in objectively assessing and
comparing the importance and urgency of different governance objectives. By assigning scores to each criterion, organizations can
create a prioritized list based on overall scores, ensuring that the most critical and impactful objectives are addressed first.
* This approach is comprehensive and takes into account multiple factors, providing a balanced and transparent means of prioritizing
objectives. It enables decision-makers to justify their choices and ensures that prioritization is aligned with the organization's strategic
goals and risk profile.
* Enterprise's Risk Tolerance (Option C):
* The enterprise's risk tolerance is an important factor in governance decisions, as it defines the level of risk the organization is willing
to accept. However, while it influences prioritization, it is not a standalone methodology for prioritizing governance objectives. Risk
tolerance must be considered within a broader context of criteria, which a matrixed scoring methodology can effectively encompass.
* Expected Performance Outcomes (Option D):
* Expected performance outcomes are crucial for evaluating the success of governance initiatives, but they do not provide a
methodology for prioritizing objectives. They are one of the factors that can be included in a matrixed scoring methodology to assess
the potential impact and value of each objective.
Conclusion:The correct answer isB. A matrixed scoring methodology. This method provides a robust, multi-criteria approach to
prioritizing governance objectives, ensuring that decisions are made based on a balanced consideration of various relevant factors.
References:
* ISACA. COBIT 2019 Framework: Governance and Management Objectives. ISACA.
* ISACA. COBIT 2019 Design Guide: Designing an Information and Technology Governance Solution.
ISACA.

NEW QUESTION # 47 
When considering the compliance requirement design factor, and the design factor value is high, which of the following should be a
management objective priority?

A. Managed security (AP013)
B. Managed relationships
C. Managed data (AP014)
D. Managed risk

Answer: D

Explanation:
In environments with high compliance requirements, managing risk is crucial to avoid legal penalties, financial losses, and reputational
damage. The "Managed risk" objective ensures that risks related to compliance are identified, assessed, and mitigated effectively.
COBIT 2019 Framework References:
* COBIT 2019 Framework: Governance and Management Objectives, APO12 Managed Risk:This objective focuses on
establishing a risk management framework to identify and mitigate risks, including those related to compliance.
* COBIT 2019 Design Guide, Chapter 2:Emphasizes the importance of managing risk in environments with high compliance
requirements.
Prioritizing "Managed risk" ensures that the enterprise has robust processes in place to manage compliance-related risks, thereby
safeguarding the organization against potential regulatory issues.



NEW QUESTION # 48 
Which function within the IT corporate structure is responsible for classifying information using an agreed- upon classification scheme
for a new data collection system?

A. Information security
B. Information privacy
C. .IT governance
D. Enterprise architecture

Answer: A

Explanation:
The function within the IT corporate structure responsible for classifying information using an agreed-upon classification scheme for a
new data collection system is the Information Security function. Information security ensures that data is properly classified to protect
it according to its sensitivity and criticality.
References in COBIT 2019 Design and Implementation:
COBIT 2019 Framework: Governance and Management Objectives, APO13 (Managed Security):This objective outlines the
responsibilities of the information security function, which includes defining and implementing information classification schemes.
COBIT 2019 Implementation Guide, Chapter 3:This chapter details how information security policies and practices should be
established, including the classification of information assets.
COBIT 2019 Framework: Deliver, Service and Support (DSS05, Managed Security Services):This objective highlights the role of
information security in managing security services, including data classification and protection measures.
By classifying information, the information security function ensures that data is adequately protected against unauthorized access and
breaches, adhering to compliance requirements and supporting the overall security posture of the enterprise.

NEW QUESTION # 49
......
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