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SailPoint IdentityIQ-Associate Exam Syllabus Topics:

Topic Details

Topic 1
Applications: Focuses on how applications and connectors are configured in IdentityIQ, including schemas,
correlation, aggregation tasks, and resolving uncorrelated accounts.

Topic 2
Provisioning: Covers how IdentityIQ provisions access, including triggering actions, provisioning policies,
Lifecycle Events, and attribute synchronization.
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Topic 3
Foundational Concepts: Covers the core purpose of identity security, key IdentityIQ terminology, system
components, and how rules, tasks, workflows, and business modeling fit into the platform.

Topic 4
User-Driven Requests: Explains how users submit access requests, what request types are available, and
how QuickLink Populations control who can request what for whom.

Topic 5
Governance: Addresses how access certifications are conducted and how policy violations are defined and
detected across the organization.

SailPoint Certified IdentityIQ Associate Exam Sample Questions (Q13-Q18):
NEW QUESTION # 13 
Is this a valid reason to grant an identity an IdentityIQ capability?
To give them access to different types of Advanced Analytics searches

A. Yes
B. No

Answer: A

Explanation:
Yes. Granting an IdentityIQ capability is a valid way to provide access to additional functions within SailPoint IdentityIQ, including
areas such as Advanced Analytics. Capabilities are part of IdentityIQ's internal authorization model. They determine what a logged-
in user is allowed to see and perform inside the IdentityIQ interface, such as administration, reporting, certification administration,
role management, policy management, or advanced search and analysis functions.
Advanced Analytics searches are IdentityIQ functions, not external application permissions. Therefore, access to those search types
is governed by IdentityIQ security controls, including capabilities, rights, and in some deployments, scoping. This is different from
granting access on a connected application, which would be handled through accounts, entitlements, roles, access requests, and
provisioning.
The key distinction is that capabilities grant authority inside IdentityIQ itself. They do not directly modify a user's access on a target
system. Providing access to different types of Advanced Analytics searches is therefore an appropriate reason to assign an
IdentityIQ capability.
Reference topics: Identity Modeling - how IdentityIQ access is granted to users; Foundational Concepts - common IdentityIQ
objects and components; Governance - analytics and access visibility.

NEW QUESTION # 14 
Is this an example of a policy that can be defined in IdentityIQ?
An administrator policy to identify users who are taking risky actions within IdentityIQ

A. Yes
B. No

Answer: B

Explanation:
This is not a standard example of a policy that can be defined in IdentityIQ. IdentityIQ policies are governance controls used to
detect inappropriate access, risky access combinations, account conditions, identity conditions, or activity-related violations based
on configured policy logic. Common policy examples include separation of duties policies, account policies, identity policies, risk
policies, and activity policies.
These policies evaluate identities, accounts, roles, entitlements, attributes, and access relationships to determine whether a violation
exists.
The wording "administrator policy" is not a standard IdentityIQ policy category. IdentityIQ can audit administrative activity and can
secure administrative functions through capabilities, scopes, workgroups, permissions, and object-level controls, but that is different
from defining an "administrator policy" as a governance policy type. Risky actions performed within IdentityIQ itself are generally
handled through audit events, administrative security configuration, logging, and operational monitoring rather than a standard policy
definition named administrator policy.
Therefore, this statement does not describe a valid common IdentityIQ policy example. Reference topics:
Governance - examples of common policies, policy detection, policy violations; Foundational Concepts - common objects and



components; Identity Modeling - IdentityCube attributes and access context.

NEW QUESTION # 15 
Is this a use of the data provided by the entitlement catalog?
Provide user-friendly entitlement display names for use in access requests, reports, and certifications.

A. Yes
B. No

Answer: A

Explanation:
Yes. This is a primary use of the entitlement catalog in SailPoint IdentityIQ. Entitlements aggregated from target applications are
often technical values, such as group names, permission codes, directory groups, database roles, or application-specific access
identifiers. These values may be meaningful to administrators but unclear to business reviewers, requesters, managers, or access
approvers. The entitlement catalog enriches those technical access values with governance metadata, including user-friendly display
names, descriptions, ownership, classification, requestability, and other attributes used across IdentityIQ.
This enriched entitlement data improves decision quality in access requests, certifications, and reports. During an access request, a
requester can search and select understandable access items. During a certification, a reviewer can make better approve-or-revoke
decisions because the entitlement is presented with meaningful business context. In reporting, catalog metadata makes access
analysis clearer and more usable for audit and compliance teams.
Therefore, providing user-friendly entitlement display names for access requests, reports, and certifications is a correct entitlement
catalog function. Reference topics: Access Modeling - entitlement catalog purpose; Governance - certifications and review context;
User-Driven Requests - access request display; Applications - entitlement aggregation from group/account schemas.

NEW QUESTION # 16 
Is this a purpose of identity governance and administration (IGA)?
Detecting and addressing inappropriate access

A. Yes
B. No

Answer: A

Explanation:
Detecting and addressing inappropriate access is a core purpose of Identity Governance and Administration in SailPoint IdentityIQ.
IdentityIQ is designed to provide visibility into who has access, what access they have, how that access was obtained, whether it is
appropriate, and what corrective action should occur when access violates business or security policy. Inappropriate access may be
identified through access certifications, policy violations, role analysis, entitlement review, account aggregation, and identity
correlation.
IdentityIQ supports this purpose by building IdentityCubes that consolidate identity, account, entitlement, role, and manager data
from connected applications. Once access is visible, governance controls such as certifications allow managers, application owners,
or entitlement owners to approve, revoke, or delegate access decisions. Policies can also detect toxic combinations, prohibited
access, or access inconsistent with business rules. Remediation can then be routed through provisioning, work items, or manual
fulfillment processes.
Therefore, the statement aligns directly with IGA and IdentityIQ's identity security model. Reference topic: Foundational Concepts -
purpose of identity security; also related to Governance - certifications, policy detection, and remediation.

NEW QUESTION # 17 
Is this statement true about group factories and/or populations?
New groups are created as a result of executing a task.

A. Yes
B. No

Answer: A

Explanation:



The statement is true. In SailPoint IdentityIQ, group factories are used to generate identity groups dynamically based on identity
attribute values or configured grouping logic. A group factory defines the rule or attribute basis for grouping identities, but the actual
creation or refresh of the resulting groups occurs when the appropriate task is executed. For example, a group factory might be
configured to create groups by department, location, cost center, or business unit. When the task runs, IdentityIQ evaluates identities
against the factory definition and creates or updates the corresponding groups.
This differs from populations, which are typically defined sets of identities used for targeting, filtering, reporting, or governance
scoping. Group factories are more generation-oriented because they can produce multiple group objects from identity data. The task
execution step is important because it materializes the groups so they can be used in IdentityIQ operations.
Therefore, new groups can be created as a result of executing a task tied to group factory processing.
Reference topics: Identity Modeling - groups and populations, group factories, identity grouping, and task- driven group creation.

NEW QUESTION # 18
......
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