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WGU Managing Cloud Security (JY02) Sample Questions (Q61-Q66):
NEW QUESTION # 61 
When should a cloud service provider delete customer data?

A. After the specified retention period
B. When the data has not been accessed in the last 30 days
C. When the cloud provider oversubscribes its storage space
D. After a scheduled data review

Answer: A

Explanation:
The correct time for data deletion isafter the specified retention perioddefined by contractual agreements, regulatory frameworks, or
internal policies. Retention policies ensure that data is kept for as long as necessary for business, legal, or compliance reasons but not
longer than required.
Oversubscription, inactivity, or review cycles are not valid triggers because they may conflict with compliance mandates such as
GDPR, HIPAA, or PCI DSS. Deleting data prematurely could result in legal penalties or business risks, while keeping it longer than
necessary could increase exposure.
By deleting data only after the retention period, providers demonstrate adherence to data governance principles and protect
customer rights while minimizing storage costs and liability.

NEW QUESTION # 62 
Which phase of the cloud data life cycle involves activities such as data categorization and classification, including data labeling,
marking, tagging, and assigning metadata?

A. Use
B. Store
C. Create
D. Destroy

Answer: C

Explanation:
The cloud data life cycle defines distinct stages that data goes through from its origin until its disposal. The Createphase is the very
first stage, and this is where data is generated or captured by systems, applications, or users. At this point, data does not yet have
context for storage or use, so it must be appropriately categorized and classified. Activities like labeling, marking, tagging, and
assigning metadata are critical because they establish the foundation for enforcing controls throughout the rest of the life cycle.
Classification ensures that data is aligned with sensitivity levels, regulatory requirements, and business value.
For example, financial records may be labeled "confidential" while general marketing content may be marked
"public." These distinctions guide how encryption, access controls, and monitoring will be applied in subsequent phases such as
storage, sharing, or use.
According to industry frameworks, starting security at theCreatephase ensures that controls "follow the data" across environments.
Without proper classification at creation, organizations risk mismanaging sensitive data downstream.

NEW QUESTION # 63 
Which setting ensures that an attacker cannot read the information stored temporarily for use by another virtual machine (VM)?
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A. Encrypted file system
B. Dedicated processor
C. Encrypted network protocols
D. Dedicated memory

Answer: D

Explanation:
Dedicated memoryallocation ensures isolation between virtual machines in a shared environment. Without memory isolation,
remnants of one VM's operations might remain in physical memory and be accessible to another VM, leading to cross-tenant data
leakage. Assigning dedicated memory prevents attackers from exploiting memory-sharing vulnerabilities.
Encrypted network protocols protect data in transit, not memory. Encrypted file systems safeguard storage, not volatile memory. A
dedicated processor helps with performance and isolation of compute tasks but does not secure temporary memory contents.
Cloud environments are multi-tenant, which makes memory isolation a critical safeguard. By dedicating memory or enforcing strict
hypervisor-level isolation, providers prevent data exposure between customers.
This aligns with best practices for virtualization security and the "resource pooling" characteristic of cloud computing, ensuring that
shared infrastructure does not compromise confidentiality.

NEW QUESTION # 64 
Which platform component includes containers and storage?

A. Security
B. Monitoring
C. Networking
D. Compute

Answer: D

Explanation:
Thecomputecomponent of a cloud platform encompasses resources used to run workloads, including containers, virtual machines,
and storage tied directly to those workloads. Compute services are the foundation of cloud infrastructure, enabling execution of
applications and management of data.
Security, monitoring, and networking are supporting components but do not include execution environments.
Compute resources scale elastically, allowing organizations to match demand and optimize cost.
By combining containers and storage within compute, cloud platforms allow rapid deployment, portability, and isolation of
applications. This component underpins modern architectures like Kubernetes and serverless computing, providing agility and
efficiency.

NEW QUESTION # 65 
Which role in cloud computing provides products or services that interact with the primary offering of a cloud service provider?

A. Regulator
B. Cloud service developer
C. Customer
D. Cloud service partner

Answer: D

Explanation:
A cloud service partner plays a complementary role by offering products or services that enhance or interact with the primary cloud
provider's offerings. Examples include managed service providers, value-added resellers, or software vendors that integrate their
solutions with the core infrastructure or platform of a cloud service provider.
The customer is the end user of cloud services, regulators ensure compliance with laws, and developers create applications but do
not represent an independent ecosystem role. Partners, on the other hand, extend the value of the primary offering by providing
additional tools, support, or integrations that enhance customer experience.
This ecosystem role is recognized by major cloud frameworks, such as the Cloud Security Alliance, which notes the importance of
partners in ensuring interoperability, extending services, and supporting shared responsibility. For customers, this means greater
flexibility and choice in tailoring cloud solutions to business needs.
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