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Fortinet FCP_FML_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

Topic 2

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.

Topic 3

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage email threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering. The
section also includes email archiving configurations for compliance and storage.

Topic 4

Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

Topic 5

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Administrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.

Fortinet FCP - FortiMail 7.4 Administrator Sample Questions (Q11-Q16):
NEW QUESTION # 11 
Refer to the exhibit which shows a detailed history log view.

https://www.troytecdumps.com/FCP_FML_AD-7.4-troytec-exam-dumps.html


Which two actions did FortiMail take on this email message? (Choose two.)

A. FortiMail forwarded the email to User 1 without scanning.
B. FortJMail replaced the virus content with a message
C. FortiMail sent the email message to User 1's personal quarantine.
D. FortiMail modified the subject of the email message.

Answer: B,D

NEW QUESTION # 12 
While testing outbound MTA functionality, an administrator discovers that all outbound email is being processed using policy ID l:
2:0: SYSTEM. What are two possible reasons why the third policy ID value is o?
(Choose two.)

A. There are no access delivery rules configured for outbound email.
B. There are no outgoing recipient policies configured.
C. Outbound email is being rejected.
D. IP policy ID 2 has the exclusive flag set.



Answer: B,D

NEW QUESTION # 13 
Which two FortiMail antispam techniques can you use to combat zero-day spam? (Choose two.)

A. Behavior analysis
B. Spam outbreak protection
C. DNSBL
D. IP reputation

Answer: B,D

NEW QUESTION # 14 
When configuring a FortiMail HA group consisting of different models, which two statements are true? (Choose two.)

A. Configurations will not synchronize between different model types.
B. All units must have the same firmware.
C. The most powerful model must be configured as the primary unit.
D. Group capacity is limited to the least powerful model.

Answer: B,D

Explanation:
All units must have the same firmware. FortiMail HA peers require identical software versions to synchronize configuration and state.
Group capacity is limited to the least powerful model. In a mixed-model HA cluster, overall throughput and connection limits are
constrained by the smallest (lowest-spec) unit.

NEW QUESTION # 15 
Which two factors are required for an active-active HA configuration of FortiMail in server mode?
(Choose two.)

A. A primary must be designated to initially process email.
B. Devices must be deployed behind a load balancer.
C. Mail data must be stored on a NAS server.
D. Service monitoring must be configured for remote SMTP.

Answer: B,C

Explanation:
FortiMail in server-mode active-active requires a shared mail store (e.g. NAS) so both units see the same data, and an external
load-balancer (or DNS round-robin) to distribute SMTP sessions across the pair.

NEW QUESTION # 16
......
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