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NEW QUESTION # 1197
The IP header contains a protocol field. If this field contains the value of 17, what type of data is contained within the ip datagram?

A. UDP.
B. IGMP.
C. ICMP.
D. TCP.

Answer: A

Explanation:

Explanation/Reference:

Ifthe protocol field has a value of 17 then it would indicate it was UDP.
The following answers are incorrect answers:

TCP. Is incorrect because the value for a TCP protocol would be 6.
ICMP. Is incorrect because the value for an ICMP protocol would be 1.
IGMP. Is incorrect because the value for an IGMP protocol would be 2.
The protocol field of the IP packet dictates what protocol the IP packet is using,
TCP=6, ICMP=1, UDP=17, IGMP=2

Reference(s) used for this question:

SANS httpz//www.sans.org/resources/tcpip. pdf?ref=3871

NEW QUESTION # 1198
Risk analysis is MOST useful when applied during which phase of the system development process?

A. System Design Specification

B. Project initiation and Planning

C. Development and Implementation
D. Functional Requirements definition

Answer: B

Explanation:

In most projects the conditions for failure are established at the beginning of the project. Thus risk management should be established
at the commencement of the project with a risk assessment during project initiation.

As 1t is clearly stated in the ISC2 book: Security should be included at the first phase of development and throughout all of the
phases of'the system development life cycle. This is a key concept to understand for the purpose for the exam.

The most useful time is to undertake it at project initiation, although it is often valuable to update the current risk analysis at later
stages.

Attempting to retrofit security after the SDLC is completed would cost a lot more money and might be impossible in some cases.
Look at the family of browsers we use today, for the past 8 years they always claim that it is the most secure version that has been
released and within days vulnerabilities will be found.

Risks should be monitored throughout the SDLC of the project and reassessed when appropriate.

The phases of the SDLC can very from one source to another one. It could be as simple as Concept, Design, and Implementation. It
could also be expanded to include more phases such as this list proposed within the ISC2 Official Study book:

Project Initiation and Planning

Functional Requirements Definition

System Design Specification

Development and Implementation

Documentations and Common Program Controls

Testing and Evaluation Control, certification and accreditation (C&A) Transition to production (Implementation) And there are two
phases that will extend beyond the SDLC, they are:

Operation and Maintenance Support (O&M)

Revisions and System Replacement (Disposal)

NEW QUESTION # 1199
Overloading or congesting a system's resources so that it is unable to provide required services is referred to as:

o A. ICMP redirect



B. Bandwidth displacement
C. A passive attack
D. Denial of Service

E. Swamping

Answer: D

NEW QUESTION # 1200
What is the appropriate role of the security analyst in the application system development or acquisition project?

A. data owner

B. policerman

C. application user

D. control evaluator & consultant

Answer: D

Explanation:

Explanation/Reference:

The correct answer is "control evaluator & consultant”. During any system development or acquisition, the security staff should
evaluate security controls and advise (or consult) on the strengths and weaknesses with those responsible for making the final
decisions on the project.

The other answers are not correct because:

policeman - It is never a good idea for the security staff to be placed into this type of role (though it is sometimes unavoidable).
During system development or acquisition, there should be no need of anyone filling the role of policeman.

data owner - In this case, the data owner would be the person asking for the new system to manage, control, and secure information
they are responsible for. While it is possible the security staff could also be the data owner for such a project if they happen to have
responsibility for the information, it is also possible someone else would fill this role. Therefore, the best answer remains "control
evaluator & consultant”.

application user - Again, it is possible this could be the security staff; but it could also be many other people or groups. So this is not
the best answer.

Reference:

Official ISC2 Guide page: 555 - 560

Allin One Third Edition page: 832 - 846

NEW QUESTION # 1201
SMTP can best be described as:

A. a standard defining the format of e-mail messages.
B. a web-based e-mail reading protocol.

C. a host-to-host email protocol.

D. an email retrieval protocol.

Answer: C

Explanation:

Simple Mail Transfer Protocol (SMTP) is a host-to-host email protocol. An SMTP server accepts email messages fiom other
systems and stores them for the addressees. Stored email can be read in various ways. Users with interactive accounts on the email
server machine can read the email using local email applications. Users on other systems can download their email via email clients
using POP or IMAP emil retrieval protocols. Sometimes mail can also be read through a web-based interface (using HTTP or
HTTPS). MIME is a standard defining the format of e-mail messages, as stated in RFC2045.

Source: GUTTMAN, Barbara & BAGWILL, Robert, NIST Special Publication 800-xx, Internet Security Policy: A Technical
Guide, Draft Version, May 25, 2000 (pages 91-92).
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