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FiRE #224

The information security manager for a major web based retailer has determined that the product catalog database is corrupt. The
business can still accept orders online but the products cannot be updated. Expected downtime to rebuild is roughly four hours.
What type of asset should the product catalog database be categorized as?

A. Safety critical
B. Business critical
C. Non-critical

D. Mission critical

ZX: B

R #225
What type of controls are crucial within the Identify Function for mventory classification?

e A. Classification and access controls
e B. Network access controls

¢ (. Data security controls

¢ D. Physical security controls
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BE: A

i =8 #226
Within the Protect Function, mnvolves limiting access to only those individuals who need it for their work.

A. Awareness Training
B. Threat Detection

C. Access Control

D. Disaster Recovery

BER: C

FRE #227
Your organization has tasked you with collecting information on all the data, personnel, devices, systems, and facilities that enable the
organization to achieve its business purposes. Which part of the NIST Cybersecurity Framework would you consult first?

A. DEDP
B.ID.AM
C.PRAC
D. ID.SC

ZX: B

i RE #228
Which NIST Cybersecurity Framework component defines activities and references for a specific cybersecurity approach?

e A Core
e B. Profile
e C. Tiers
e D. Category

ER: A

IR #229
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