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HM #98

Independent contractors often work froma business's lobby. Although the business has Wi-Fi.

contractors often plug in their laptops to Ethernet ports in the lobby. Which of the following should a security engineer do to most
efficiently address a potential security concern with this network setup?

A. Disable lobby ports and restrict external users to the guest wireless network.
B. Use a protocol analyzer to check for malicious traffic on the network.

C. Configuare WPA3 encryption on the Wi-Fi router.

D. Install signage telling external users not to use Ethernet ports.

EfE: A
R

Disabling the lobby Ethernet ports and forcing contractors onto a segmented guest Wi-Fi network prevents unauthorized or
unmanaged devices from connecting directly to the internal network, efficiently addressing the security risk.
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HH #99
Various alerts on a user's Windows 11 laptop are continually interrupting videoconference calls. Which of the following should a
support technician recommend to best solve the issue?

¢ A. Set Windows Notifications settings to Do Not Disturb

¢ B. Disable all notifications in different applications in the order they appear
¢ C. Configure the Sounds option in Control Panel to be set to No Sounds
¢ D. Use multiple sound output devices for the various source applications

Ef#: A

TR

Comprehensive and Detailed Explanation From Exact Extract:

TheDo Not Disturbsetting in Windows Notification settings allows users to suppress all notification banners and sounds during
presentations or video calls.

FroniTravis Everett - All-in-One Exam Guide:

"Use Windows 'Do Not Disturb' to prevent notifications from interrupting full-screen apps like video conferencing.”

M #100
A user logs in to a computer each morning and tries to print a daily report, but it will not print. The help desk resolves the issue each

day temporarily. To fix this permanently, which of the following should the technician do? (Select two)

A. Set the print spooler recovery to take no action

B. Set the print spooler log-on to the user ' s account
C. Set the print spooler to have no dependencies

D. Start the print spooler service

E. Start the printer extensions and notifications service
F. Set the print spooler to Automatic

Ef#: D. F

R -

The recurring print issue suggests theprint spooler service is not set to start automatically, causing it to stop between sessions.
Ensuring it is set tostart automaticallyand manuallystarting the servicewill resolve the issue.

FromMark Soper - Mike Meyers ' Lab Manual:

"The print spooler is essential for print services. Ifit isn't configured to start automatically, users may experience recurring failures."
"Manually starting the service or setting it to ' Automatic ' in the Services panel resolves persistent print availability problens."

E R #101
A technician is installing a cloud-based productivity suite and keeps getting an error message stating that the installation is
unavailable. Which of the following troubleshooting steps should the technician try first?

A. Downloading an open-source alternative
B. Checking the license device limit

C. Updating the device OS

D. Reinstalling the productivity suite

EfE: B
L

The technician should first check the license device limit, as exceeding the allowed number of installations can prevent the cloud-
based productivity suite from being installed.

R #102
Which of the following depends on system time accuracy to function properly?



A. Terminal Access Controller Access-control System
B. Remote Authentication Dial-in User Service

C. Wi-Fi Protected Access

D. Kerberos token

EM: D
s

The correct answer is B. Kerberos token, because Kerberos authentication relies heavily on precise system time synchronization
between clients, servers, and the Key Distribution Center (KDC). Kerberos uses time- stamped tickets to prevent replay attacks,
and even small time discrepancies can cause authentication failures.

According to the Quentin Docter - CompTIA A+ Conplete Study Guide, Kerberos requires clocks on all participating systens to
be synchronized within a narrow tolerance (typically five minutes). If system time is inaccurate, Kerberos will reject authentication
requests, resulting in login failures and access denial.

The Travis Everett & Andrew Hutz - CompTIA A+ Allin-One Exam Guide explains that Kerberos tokens include timestamps to
ensure tickets are valid only for a short time window. This security design protects against attackers reusing captured authentication
data.

The Mike Meyers / Mark Soper Lab Manual reinforces that time synchronization issues are a common cause of Kerberos-related
login problens in domain environments. Services like TACACS+, RADIUS, and WPA do not depend on strict system time
synchronization in the same way Kerberos does.

Because Kerberos authentication cannot function correctly without accurate system time, B is the correct answer.
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