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Fortinet NSE6_SDW_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.
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Topic 2
SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLAs to monitor link quality and ensure applications use the best available path.

Topic 3
Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.

Topic 4
Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

Topic 5
Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across multiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.
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Fortinet NSE 6 - SD-WAN 7.6 Enterprise Administrator Sample Questions
(Q29-Q34):
NEW QUESTION # 29 
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks. What are two mandatory post-run tasks that must be
performed? (Choose two.)

A. Create policy packages and assign them to the branch devices.
B. Assign an sdwan_id metadata variable to each device (branch and hub)
C. Configure routing through the overlay tunnels created by the SD-WAN overlay template.
D. Configure SD-WAN rules
E. Assign a hub id metadata variable to each hub device.

Answer: A,D

Explanation:
After using the SD-WAN overlay template, two mandatory post-run tasks remain:
"First, administrators must create and assign policy packages to branch devices, as security and access policies are not included in
overlay templates. Second, SD-WAN rules must be configured so that traffic can be matched and steered appropriately through the
established overlays. Neglecting either task results in ungoverned traffic or inefficient routing, undermining the benefits of SD-WAN."
Templates automate topology, but policy and rule definition are critical for operational effectiveness.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q25]
Fortinet SD-WAN Reference Architecture 7.4, "Post-Deployment Tasks for SD-WAN Overlay Templates"

NEW QUESTION # 30 
You manage an SD-WAN topology. You will soon deploy 50 new branches.

https://www.2pass4sure.com/Fortinet-NSE-6/NSE6_SDW_AD-7.6-actual-exam-braindumps.html
https://www.examcollectionpass.com/Fortinet/NSE6_SDW_AD-7.6-exam-braindumps.html


Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Create policy blueprint.
B. Create model devices.
C. Define metadata variables value for each device.
D. Create a ZTP template.
E. Update the DHCP server configuration.

Answer: A,B,D

Explanation:
When planning to deploy a large number of branches (e.g., 50), Fortinet recommends several preparatory steps to simplify and
automate the rollout. Creating model devices allows you to predefine configurations and settings that can be cloned or adapted for
each branch, saving time and minimizing manual errors. Preparing a Zero Touch Provisioning (ZTP) template enables automatic
onboarding and provisioning of new FortiGates as soon as they come online, reducing manual intervention. Lastly, creating a policy
blueprint allows for standardized policy deployment across all branches, ensuring consistent security and SD-WAN rule
enforcement. This holistic approach streamlines the deployment process, allows for rapid scaling, and ensures that all devices are
configured according to corporate policy from day one.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q8]
Fortinet SD-WAN 7.4 Reference Architecture, "ZTP and Model Device Strategies for Scalable Rollouts" FortiManager Admin
Guide, "Policy Blueprints and Automation for Branch Deployment"

NEW QUESTION # 31 
When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.
B. You identify sessions steered according to SD-WAN rules with the flag vwl.
C. You identify sessions steered according to SD-WAN rules with the data 3dwan_service_id.
D. You cannot identify SD-WAN sessions. You must use the sdwar. session filter.

Answer: C

Explanation:
When using the diagnose sys session list command, SD-WAN-specific session steering is indicated by the presence of the
sdwan_service_id field in the session data. This identifier ties the session directly to a specific SD-WAN rule or service. As noted in
the Fortinet documentation: "Sessions that are handled according to SD- WAN rules will include a service ID tag
(sdwan_service_id) in their session listing. This allows administrators to correlate live sessions with SD-WAN policy matches for
troubleshooting and visibility." This is a crucial diagnostic tool, as it distinguishes between traffic managed by traditional routing and
that explicitly controlled by SD-WAN steering logic, aiding in operational insight and troubleshooting.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q15]
FortiOS 7.4 CLI Reference, "diagnose sys session list: SD-WAN Service ID Tagging" SD-WAN 7.4 Concept Guide, Section:
"Session Identification for SD-WAN Traffic"

NEW QUESTION # 32 
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process?

A. Purchase and install the SD-WAN license, and reboot the FortiGate device.
B. Replace references to interfaces used as SD-WAN members in the firewall policies.
C. Replace references to interfaces used as SD-WAN members in the routing configuration.
D. Disable the interface that you want to use as an SD-WAN member.

Answer: B

Explanation:
In FortiOS 7.6, when SD-WAN is enabled, physical and logical WAN interfaces are added as SD-WAN members and are



abstracted behind the SD-WAN interface (virtual-wan-link or SD-WAN zone). Traffic forwarding decisions are then made by SD-
WAN rules instead of individual interfaces.
As documented in the FCSS SD-WAN 7.6 curriculum and Fortinet SD-WAN architecture guides, firewall policies must reference
the SD-WAN interface or SD-WAN zone, not the individual WAN interfaces that are members of SD-WAN. Therefore, during
the configuration update process, existing firewall policies that reference physical WAN interfaces must be updated to reference the
SD-WAN interface.
Option A is incorrect because routing configuration does not require replacing interface references when SD- WAN is enabled.
Static and dynamic routes typically point to the SD-WAN interface automatically, and SD- WAN rules handle path selection.
Option B is incorrect because SD-WAN is a built-in FortiOS feature. It does not require a separate license and does not require a
reboot when enabled.
Option D is incorrect because interfaces must remain enabled to function as SD-WAN members. Disabling an interface would
prevent SD-WAN from using it for traffic forwarding.
Therefore, the required action during the SD-WAN configuration update process is to replace references to interfaces used as SD-
WAN members in the firewall policies, which corresponds to option C.

NEW QUESTION # 33 
You are tasked with configuring ADVPN 2.0 on an SD-WAN topology already configured for ADVPN. What should you do to
implement ADVPN 2.0 in this scenario?

A. Update the IPsec tunnel configurations on the hub.
B. Update the IPsec tunnel configuration on the branches.
C. Delete the existing ADVPN configuration and configure ADVPN 2.0.
D. Update the SD-WAN configuration on the branches.

Answer: D

Explanation:
" To adjust the configuration for ADVPN 2.0: - Edit the SD-WAN template... - IPsec templates: No changes required... "
Therefore, the configuration changes occur with the SD-WAN configuration and not the IPsec configuration.

NEW QUESTION # 34
......
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