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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q24-Q29):
NEW QUESTION # 24 
Task: Configure exceptions for Anti-Virus to ignore a known safe file hash.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Threat Prevention > Protections.
2- Go to "Anti-Virus" protections.
3- Create a new exception using file hash under "Files & Hashes."
4- Set action to "Ignore" or "Detect."
5- Save, apply to profile, publish, and install policy.

NEW QUESTION # 25 
Task: Enable Threat Prevention blades including IPS on a Security Gateway via SmartConsole.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Gateways & Servers.
2- Double-click your Security Gateway.
3- Go to the "General Properties" tab.
4- Check "IPS", "Anti-Bot", and "Anti-Virus".
5- Click OK, publish changes, then install the policy.

NEW QUESTION # 26 
Task: Clone a built-in IPS profile and tailor it to internal services.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open Threat Prevention > Profiles.
2- Select "Optimized" > Right-click > Clone.
3- Rename it (e.g., "Internal_Services_Profile").
4- Disable protections unnecessary for internal traffic (e.g., HTTP-related).
5- Save, apply to Threat Prevention policy layer.

NEW QUESTION # 27 
Task: Confirm proper DNS resolution from the Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: nslookup checkpoint.com.
3- Validate /etc/resolv.conf for correct DNS servers.

https://www.verifieddumps.com/156-590-valid-exam-braindumps.html


4- Test with dig or host command.
5- Ensure outbound UDP/53 traffic is not being blocked.

NEW QUESTION # 28 
Task: Verify IPS protections are being enforced.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Logs.
2- Filter: blade:"IPS" and action:"Prevented".
3- Confirm matching protections from the active profile.
4- View details: CVE, protocol, action, confidence level.
5- Export log details for auditing.

NEW QUESTION # 29
......
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