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Topic Details

Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
Topic 1 security threats, and generate reports.

Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
Topic 2 members, zones, and performance SLAs to monitor network quality.

SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
Topic 3 integration with SD-WAN infrastructure.

Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
Topic 4 direct traffic flow across different links.

Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
Topic 5 security profiles for content inspection and deploying compliance rules to managed endpoints.
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Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q22-Q27):

NEW QUESTION # 22
Which two statements about configuring a steering bypass destination in FortiSASE are correct? (Choose two.)

A. You can select from four destination types: Infrastructure, FQDN, Local Application, or Subnet

B. Subnet is the only destination type that supports the Apply condition

C. Apply condition can be set only to On-net or Off-net. but not both

D. Apply condition allows split tunneling destinations to ae applied to On-net. off-net. or both types of endpoints

Answer: A,D

Explanation:

According to theFortiSASE 7.6 Feature Admmistration Guide, steering bypass destinations (also known as split tunneling) allow
admmistrators to optimize bandwidth by redirecting specific trusted traffic away from the SASE tunnel to the endpoint's local
physical interface.

* Destination Types (Option C): When creating a bypass destination, administrators can select from four distinct
types:Infrastructure(pre-defined apps like Zoom/O365),FQDN(specific domains),Local Application(identifying processes on the
laptop), orSubnet(specific IP ranges).

* Apply Condition (Option B): The "Apply" condition is a flexible setting that allows the administrator to choose when the bypass is
active. It can be applied to endpoints that areOn-net(inside the office),OfF net(remote), orBoth. This ensures that if a user is in the
office, they don't use the SASE tunnel for local resources, but if they are home, they might still bypass high-bandwidth sites like
YouTube to preserve tunnel capacity.

Why other options are incorrect:

* Option A: Subnet is one of four types and is not the only type supporting these conditions.

* Option D: The system explicitly supports "Both" to ensure consistency across network transitions.

NEW QUESTION # 23
You want FortiGate to use SD-WAN rules to steer ping local-out traffic. Which two constraints should you consider? (Choose
two.)

A. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
B. You must configure each local-out feature individually to use SD-WAN.

C. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to ping and traceroute.
D. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

Answer: B,C

Explanation:

In theSD-WAN 7.6 Core Administratorcurriculum, steering "local-out" traffic (traffic generated by the FortiGate itself, such as DNS
queries, FortiGuard updates, or diagnostic pings) requires specific configuration because this traffic follows a different path than
"forward" traffic.

* Individual Configuration (Option A): By defautlt, local-out traffic bypasses the SD-WAN engine and uses the standard system
routing table (RIB/FIB). To use SD-WAN rules for specific features like DNS or RADIUS, you must individually enable the sdwan
mterface-select-method within that feature's configuration (e.g., config system dns or config user radius).

* Default Steerable Traffic (Option B): In FortiOS 7.6, while most local-out traffic is excluded fiom SD-WAN by default, the
system s designed so that when SD-WAN is active, it primarily considers SD- WAN rules for specific diagnostic local-out traffic-
specificallypingandtraceroute-to allow administrators to verify path quality using the same logic as user traffic.

Why other options are incorrect:

* Option C: Local-out traffic can be steered using any SD-WAN strategy (Manual, Best Quality, etc.), provided the interface-
selection-method is set to sdwan.
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NEW QUESTION # 24
How does the FortiSASE security dashboard facilitate vulnerability management for FortiClient endpoints?
(Choose one answer)

¢ A It displays only critical vulnerabilities, requires manual patching for all endpoints, and does not allow viewing of affected
endpoints.

¢ B. It provides a vulnerability summary, identifies affected endpoints, and supports automatic patching for eligible
vulnerabilities.

¢ C. It automatically patches all vulnerabilities without user intervention and does not categorize vulnerabilities by severity.

e D. It shows vulnerabilities only for applications and requires endpoint users to manually check for affected endpoints.

Answer: B

Explanation:

According to theFortiSASE 7.6 Administration Guideand theFCP - FortiSASE 24/25 Administrator training materials, the security
dashboard is a centralized hub for monitoring and remediating security risks across the entire fleet of managed endpoints.

* Vulnerability Summary: The dashboard includes a dedicated Vulnerability summary widgetthat categorizes risks by severity
(Critical, High, Medium, Low) and by application type (OS, Web Client, etc.).

* Identifying Affected Endpoints: The dashboard is fully interactive; an administrator candrill down into specific vulnerability
categories to view a detailed list of CVE dataand, most importantly, identify the specificaffected endpointsthat require attention.

* Automatic Patching: FortiSASE supportsautomatic patching for eligible vulnerabilities(such as common third-party applications and
supported OS updates). This feature is configured within the Endpoint Profile, allowing the FortiClient agent to remediate risks
without requiring the user to manually run updates.

Why other options are incorrect:

* Option A: While it supports automatic patching, it does not do so forallvulnerabilities (only eligible

/supported ones), and it specificallydoescategorize them by severity.

* Option B: The dashboard shows vulnerabilities for theOperating Systemas well as applications, and it allows theadministratorto
identify affected endpoints rather than requiring the end-user to check.

* Option C: The dashboard displaysall levels of severity(not just critical) and explicitly allows the viewing of affected endpoints.

NEW QUESTION # 25
Which statement about security posture tags in FortiSASE is correct?

A. Multiple tags can be assigned to an endpoint, but only one is used for evaluation.
B. Tags are static and do not change with endpoint status.

C. Multiple tags can be assigned to an endpoint and used for evaluation.

D. Only one tag can be assigned to an endpoint.

Answer: C

Explanation:

According to theFortiSASE 7.6 Administration GuideandFCP - FortiSASE 24/25 Administrator curriculum, security posture tags
(often referred to as ZTNA tags) are the fundamental building blocks for identity-based and posture-based access control.

* Multiple Tag Assignment: A single endpoint can be assigned multiple tags at the same time. For example, an endpoint might
simultaneously have the tags"OS-Windows-11","AV-Running", and

"Corporate-Domain-Jomned".

* Evaluation Logic: During the policy evaluation process (for both SIA and SPA), FortiSASE or the FortiGate hub considers all tags
assigned to the endpoint. Security policies can be configured to use these tags as source criteria. If an administrator defines a policy
that requires both "AV-Running" and

"Corporate-Domain-Joined," the system evaluates both tags to decide whether to permit the traffic.

* Dynamic Nature: Contrary to Option C, these tags are highly dynamic. They are automatically applied or removed in real-time
based on the telemetry data sent by theFortiClientto the SASE cloud. Ifa user disables their antivirus, the "AV-Running” tag is
removed immediately, and the endpoint's access is revoked by the next policy evaluation.

* Scalability: While the system supports many tags, documentation recommends a baseline of custom tags for optimal performance,
though it confirms that nmultiple tags are standard for reflecting a comprehensive security posture.

Why other options are incorrect:

* Option A: This is incorrect because the system does not pick just one tag; it evaluates the collection of tags against the policy's
requirenents (e.g., matching any or matching all).

* Option C: This is incorrect because tags are dynamic and change as soon as the endpoint's status (like vulnerability count or
software presence) changes.



* Option D: This is incorrect because the architectural advantage of ZTNA is the ability to layer muiltiple security "checks" (tags) for
a single user.

NEW QUESTION # 26
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To restrict access to applications based on the time of day in specific countries.

B. To allow or block remote user connections to FortiSASE POPs from specific countries.

C. To encrypt data at rest on mobile devices in specific countries.

D. To monitor user behavior on websites and block non-work-related content from specific countries

Answer: B

NEW QUESTION # 27
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