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Cisco Designing Cisco Security Infrastructure Sample Questions (Q69-Q74):
NEW QUESTION # 69 
A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

A. host-based firewall
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B. next-generation firewall
C. traditional firewall
D. web application firewall

Answer: A

Explanation:
A host-based firewall enforces security policies directly on endpoints, ensuring they remain protected regardless of location. This
architecture provides consistent defense for remote workers accessing corporate resources from outside the traditional network
perimeter.

NEW QUESTION # 70 
A company has been facing recurring issues with SQL injection vulnerabilities affecting the products, leading to significant disruptions
for customers. To address the security concerns proactively, the company wants to integrate a tool into the CI/CD pipeline. The tool
must be capable of identifying vulnerabilities such as SQL injection early in the development process, which allows developers to
rectify issues before the code is deployed. Which solution must be implemented to meet the requirement?

A. build log observability tools, such as Splunk, Datadog
B. workflow automation tools, such as GitHub Actions, Azure
C. Static Application Security Testing tools, such as Checkmarx, Fortify, SonarQube
D. Dynamic Application Security Testing tools, such as OWASP ZAP, Veracode, Burp Suite

Answer: C

Explanation:
Static Application Security Testing (SAST) tools analyze source code during the development and build phases of the CI/CD
pipeline. They can identify coding flaws such as SQL injection vulnerabilities early, allowing developers to fix issues before
deployment.

NEW QUESTION # 71 
A global marketing firm, based in California with customers on every continent, suffered a data breach that exposed employee and
customer PII. Which regulations is the company in danger of violating?

A. GDPR
B. ISO SP800-53
C. ISO27001
D. FedRamp

Answer: A

Explanation:
Since the company serves customers on every continent, including the European Union, exposing customer PII puts it at risk of
violating the General Data Protection Regulation (GDPR).
GDPR applies globally to any organization handling EU residents' personal data, regardless of where the company is based.

NEW QUESTION # 72 
What is the primary benefit of conducting a root cause analysis after a security incident?

A. Improve FTP throughput
B. Validate OSI model compliance
C. Drive design improvements to prevent recurrence
D. Enable compliance with NTP standards

Answer: C

Explanation:
Root cause analysis focuses on identifying the underlying cause of a security incident. This enables organizations to improve system
design, controls, or processes so that similar incidents do not happen again, rather than only fixing symptoms.



NEW QUESTION # 73 
An oil and gas company recently faced a security breach when an employee's notepad, which contained critical login credentials,
was stolen. The incident led to unauthorized access to a user account, which posed a significant risk to sensitive company data and
operations. The company wants to adopt a security measure that enhances user account protection. Which action must be taken to
prevent breaches like this from happening in the future?

A. Implement MFA
B. Configure a password expiration policy.
C. Update the RADIUS server.
D. Implement single sign-on.

Answer: A

Explanation:
Multi-Factor Authentication (MFA) strengthens user account security by requiring additional verification factors beyond passwords,
such as tokens or biometrics. Even if credentials are stolen, MFA prevents unauthorized access, directly addressing the breach
scenario.
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