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FEw 21 ¢ Endpoint Security Management:

¢ Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
NEy 22 chains and timelines, analyzing security incidents, executing response actions including automated
remediation, and managing exclusions.

¢ Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding

FEY 23
7 data retention and Host Insights.
e This domain addresses managing endpoint prevention profiles and policies, validating agent operational
ey 74 states, and assessing the impact of agent versions and content updates.
¢ Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts
FEwy 25 through scoring and custom configurations, creating incidents, and grouping alerts with data stitching

techniques.
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E Y # 66
Under which conditions is Local Analysis evoked to evaluate a file before the file is allowed to run?

A. The endpoint is disconnected or the verdict from WildFire is ofa type unknown.
B. The endpoint is disconnected or the verdict from WildFire is of a type grayware.
C. The endpoint is disconnected or the verdict from WildFire is of a type benign.

D. The endpoint is disconnected or the verdict from WildFire is of a type malware.

IEf#E: A

AR

Local Analysis is a feature of Cortex XDR that allows the agent to evaluate files locally on the endpoint, without sending them to
WildFire for analysis. Local Analysis is evoked when the following conditions are met:

The endpoint is disconnected from the internet or the Cortex XDR management console, and therefore cannot communicate with
WildFire.

The verdict from WildFire is of a type unknown, meaning that WildFire has not yet analyzed the file or has not reached a conclusive
verdict.

Local Analysis uses machine learning models to assess the behavior and characteristics of the file and assign it a verdict of either
benign, malware, or grayware. If the verdict is malware or grayware, the agent will block the file from running and report it to the
Cortex XDR management console. If the verdict is benign, the agent will allow the file to run and report it to the Cortex XDR
management console. Reference:

Local Analysis

WildFire File Verdicts

H #67
‘Which Exploit Prevention Module (EPM) provides better entropy for randomization of memory locations?

e A UASLR

¢ B. JIT Mitigation

e C. DLL Security

¢ D. Memory Limit Heap spray check

Ef#: A

TR

UASILR stands for User Address Space Layout Randomization, which is a feature of Exploit Prevention Module (EPM) that
provides better entropy for randomization of memory locations. UASLR adds entropy to the base address of the executable image
and the heap, making it harder for attackers to predict the memory layout of a process. UASLR is enabled by default for all
processes, but can be disabled or customized for specific applications using the EPM policy settings. Reference:

Exploit Prevention Module (EPM) entropy randomization memory locations

Exploit protection reference

H #68
A file is identified as malware by the Local Analysis module whereas WildFire verdict is Benign, Assuming WildFire is accurate.
Which statement is correct for the incident?

e A ltis true positive.
e B. It is true negative.
e C. Itis false positive.
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e D. Itis a false negative.
EfE: C

R -

A false positive is a situation where a file or activity is incorrectly identified as malicious by a security tool, when in fact it is benign or
harmless. A false positive can cause unnecessary alerts, disruptions, or remediation actions, and reduce the confidence and efficiency
of the security system. In this question, a file is identified as malware by the Local Analysis module, whereas WildFire verdict is
Benign, assuming WildFire is accurate. This means that the Local Analysis module has made a mistake and flagged a legitimate file as
malicious, while WildFire has correctly determined that the file is safe. Therefore, this is an example of a false positive. The Local
Analysis module is a feature of the Cortex XDR agent that uses a static set of pattern-matching rules and a statistical model to
determine if an unknown file is likely to be malware. The Local Analysis module can provide a fast and offline verdict for files that
are not yet analyzed by WildFire, but it is not as accurate or comprehensive as WildFire, which uses dynamic analysis and machine
learning to examine the behavior and characteristics of files in a sandbox environment. WildFire verdicts are considered more reliable
and authoritative than Local Analysis verdicts, and can override them in case of a discrepancy. Therefore, if a file is identified as
malware by the Local Analysis module, but as Benign by WildFire, the WildFire verdict should be trusted and the Local Analysis
verdict should be disregarded123 Reference:

False positive (security) - Wikipedia

Local Analysis

WildFire Overview

HM #69
Cortex XDR is deployed in the enterprise and you notice a cobalt strike attack via an ongoing supply chain conpromnise was
prevented on 1 server. What steps can you take to ensure the same protection is extended to all your servers?

A. Create I0Cs of the malicious files you have found to prevent their execution.

B. Conduct a thorough Endpoint Malware scan.

C. Enable Behavioral Threat Protection (BTP) with cytool to prevent the attack from spreading,
D. Enable DLL Protection on all servers but there might be some false positives.

EfE: A
i

The best step to ensure the same protection is extended to all your servers is to create indicators of compromise (I0Cs) of the
malicious files you have found to prevent their execution. IOCs are pieces of information that indicate a potential threat or
compromise on an endpoint, such as file hashes, IP addresses, domain names, or registry keys. You can create IOCs in Cortex
XDR to block or alert on any file or network activity that matches the IOCs. By creating IOCs of the malicious files mvolved in the
cobalt strike attack, you can prevent them from running or spreading on any of your servers.

The other options are not the best steps for the following reasons:

A is not the best step because conducting a thorough Endpoint Malware scan may not detect or prevent the cobalt strike attack if
the malicious files are obfuscated, encrypted, or hidden. Endpoint Malware scan is a feature of Cortex XDR that allows you to scan
endpoints for known malware and quarantine any malicious files found. However, Endpoint Malware scan may not be effective
against unknown or advanced threats that use evasion techniques to avoid detection.

B is not the best step because enabling DLL Protection on all servers may cause some false positives and disrupt legitimate
applications. DLL Protection is a feature of Cortex XDR that allows you to block or alert on any DLL loading activity that matches
certain criteria, such as unsigned DLLs, DLLs loaded from network locations, or DLLs loaded by specific processes. However,
DLL Protection may also block or alert on benign DLL loading activity that is part of normal system or application operations,
resulting in false positives and performance issues.

C is not the best step because enabling Behavioral Threat Protection (BTP) with cytool may not prevent the attack from spreading if
the malicious files are already on the endpoints or if the attack uses other methods to evade detection. Behavioral Threat Protection
is a feature of Cortex XDR that allows you to block or alert on any endpoint behavior that matches certain patterns, such as
ransonware, credential theft, or lateral movement. Cytool is a command-line tool that allows you to configure and manage the
Cortex XDR agent on the endpoint. However, Behavioral Threat Protection may not prevent the attack from spreading if the
malicious files are already on the endpoints or if the attack uses other methods to evade detection, such as encryption, obfliscation,
Or PrOXY Servers.

Reference:

Create IOCs

Scan an Endpoint for Malware

DLL Protection

Behavioral Threat Protection



Cytool for Windows

HE #70
Which of'the following protection modules is checked first in the Cortex XDR Windows agent malware protection flow?

* A. Behavioral Threat Protection
¢ B. Restriction Policy

e C. Child Process Protection

e D. Hash Verdict Determmnation

IEf#: D

TR

The first protection module that is checked in the Cortex XDR Windows agent malware protection flow is the Hash Verdict
Determination. This module compares the hash of the executable file that is about to run on the endpoint with a list of known
malicious hashes stored in the Cortex XDR cloud. Ifthe hash matches a malicious hash, the agent blocks the execution and
generates an alert. If the hash does not match a malicious hash, the agent proceeds to the next protection module, which is the
Restriction Policyl.

The Hash Verdict Determination module is the first line of defense against malware, as it can quickly and efficiently prevent known
threats from running on the endpoint. However, this module cannot protect against unknown or zero-day threats, which have no
known hash signature. Therefore, the Cortex XDR agent relies on other protection modules, such as Behavioral Threat Protection,
Child Process Protection, and Exploit Protection, to detect and block malicious behaviors and exploits that may occur during the
execution of the file1.

Reference:

Palo Alto Networks Cortex XDR Documentation, File Analysis and Protection Flow
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