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B (Q41-Q46):

R #41
Which two threat protection capabilities are available as part of Proofpoint's Targeted Attack Protection (TAP)? (Select two.)

A. Provides protection against URL-based email threats

B. Protects users against threats in email attachments

C. Pulls malicious emails fromuser inbox after delivery

D. Training solution that drives user behavioral change

E. Cloud-based solution that remediates threats post-delivery

IEf#: A. B

AR

TAP is Proofpoint's detection and analysis layer for advanced email threats, with core capabilities focused on URL-based threats
and attachment-based threats. URL Defense (C) rewrites links and performs time-of-click analysis to block newly malicious
destinations and provide click telemetry for mvestigations. Attachment Defense (E) analyzes file payloads (including
sandbox/detonation and static reputation approaches depending on configuration) to detect malware and suspicious content that may
evade traditional gateway signatures.

These two capabilities are central to TAP's role in detection and analysis: they generate verdicts, campaign clustering, and exposure
metrics (Intended/At Risk/Impacted) used by SOC teans to prioritize response. Post- delivery remediation ("pull from inbox" or
"remediate post-delivery") is not TAP's primary finction; that is typically handled by TRAP/Cloud Threat Response capabilities
(A/D). User training is handled by Proofpoint Security Awareness/ZenGuide solutions (B), which complement TAP by reducing
click rates and improving reporting, but are not TAP threat protection capabilities. TAP's value in IR is turning email threat content
(URLs/attachments) into actionable, scoped, measurable incidents.

R #42
An analyst wants to use the Threats page in TAP Dashboard to review all messages related to a phishing campaign that contain an

attachment. What is the correct method to filter these messages?

A. Use the threat filter to set the category, grouping, and type.

B. Type campaign: phishing & type: attachment into the search bar.
C. Open the Impacted tab to display users exposed to a threat.

D. Select the Highlighted tab to review Notable Techniques.

Ef#: A

fEERA -

The TAP Threats page is designed for investigation by applying structured filters that constrain the dataset by threat category (e.g,,
phishing), grouping (e.g., campaigns), and threat type (e.g., attachment vs URL). Using the threat filter controls (A) is the most
reliable, repeatable method because it leverages the dashboard's native taxonomy and ensures you are viewing only messages that
meet both conditions: campaign association and attachment presence. The Impacted tab (B) is user-impact oriented and does not
inherently filter to

"phishing campaign + attachment"; it is used after threats are identified to see interactions. The Highlighted tab (D) is focused on
notable techniques and analyst-marked itens rather than campaign scoping. While the search bar can be useful for pivots, the most
"documented workflow" approach for consistent IR triage is applying the built-in threat filters, which also supports sharing consistent
views across analysts and generating stable results for incident notes and reporting. This is aligned with Proofpoint IR operational
practice: filter # pivot into details # scope recipients # take remediation actions.

R #43
Based on the exhibit,
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which user would most benefit from attending security awareness training based on their behavior?

A. Scarlett Wilson
B. Logan Green
C. Emma Taylor
D. Jacob Lewis

1IEf#: D

A«

In Proofpoint user-risk views (People page / user lists), "behavior" signals that drive training prioritization typically include
measurable interaction with threats-especially clicks on email threats and repeated exposure patterns. The exhibit indicates that
Jacob Lewis stands out behaviorally (e.g., elevated "Clicks on Email Threats" relative to peers and/or meaningful exposure
indicators), making them the best candidate for targeted awareness intervention. Froman IR preparation standpoint, training is most
effective when it is risk- based and individualized: users who click are statistically more likely to become the mitial foothold for
credential theft and account takeover. Proofpoint programs commonly combine technical controls (URL Defense blocking,
attachment detonation, post-delivery quarantine) with human controls (just-in-time coaching, targeted modules, reinforcement after
real-world reports). Assigning training to high-click users reduces future incident volume by cutting successful phishing rates,
improving reporting via "Report Suspicious," and increasing early detection. Operationally, analysts also pair training with
compensating controls for repeat clickers (stricter URL access policy, heightened monitoring, enforced MFA, mailbox rule audits) to
reduce risk while behavior improves.

HH #44
Which filter category in the TAP Dashboard helps identify threats targeting VIPs or specific geographies?

A. Targeted
B. At Risk
C. Impacted

D. Highlighted
Ef#: A

A -

The "Targeted" category (B) is used to surface threats that show targeting characteristics-commonly including VIP-focused
campaigns, department/role targeting, and sometimes geography-linked targeting indicators depending on available telemetry and
configuration. In Proofpoint triage, "At Risk" and

"Impacted" are exposure/interaction oriented (who received, who interacted/clicked), while "Highlighted" typically flags notable
techniques or analyst-marked iters (e.g,, suspicious/interesting, false positive indicators, notable patterns). "Targeted" is the fastest
way for analysts to focus on high-consequence threats because VIPs and specific geographies often correlate with executive
impersonation, wire-fraud pretexting, supplier fraud, or regionally themed campaigns. Operationally, this filter supports a risk-based
IR queue:

targeted threats are escalated earlier, scoped wider (adjacent executives/assistants, finance users, supplier commns), and handled with
more aggressive containment (blocking infrastructure, retroactive pulls, identity checks). It also supports proactive defense: targeted
patterns can trigger tighter policies for high-risk cohorts (VIP protections, stricter URL access, enhanced bannering, and stricter
authentication handling).



HH #45
An analyst has been tasked with providing a report that can be used to prioritise investigations based on a user's Attack Index score.
‘Which report would be most suitable for this purpose?

e A Very Attacked People
e B. VIP Activity

e C. Top 10 Clickers

¢ D. Top 10 Recipients

Ef#: A

TR

Attack Index is a user-level risk/burden metric intended to help SOC teams prioritize which people to investigate first based on the
amount and severity/diversity of threat activity directed at them (and often their exposure/interaction, depending on module). The
report that directly supports that workflow is "Very Attacked People," which is designed to surface users with the highest Attack
Index and concentration of targeted threats. Operationally, this aligns with IR queue management: instead of treating all alerts equally,
analysts use user-centric risk ranking to focus on likely compromise candidates (e.g., frequent recipients of credential phishing,
repeated exposure to the same campaign, or elevated threat severity). "Top 10 Recipients" is volume-oriented and may include
benign bulk mail; "Top 10 Clickers" is behavior-oriented but does not necessarily reflect overall threat burden; and "VIP Activity" is
scoped to a subset (VIPs) rather than the complete organization's risk ranking, In Proofpoint-led IR best practice, this report is
commonly used to drive daily standups, assign investigations, and justify proactive account checks (MFA posture, suspicious logins,
mailbox rules) for the highest-risk users.
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