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¢ Post-exploitation and Lateral Movement: Cybersecurity analysts will gain skills in establishing and
maintaining persistence within a system. This topic also covers lateral movement within an environment and

bEY 71 mtroduces concepts of staging and exfiltration. Lastly, it highlights cleanup and restoration activities,

ensuring analysts understand the post-exploitation phase’s responsibilities.

¢ Vulnerability Discovery and Analysis: In this section, cybersecurity analysts will learn various techniques to

discover vulnerabilities. Analysts will also analyze data from reconnaissance, scanning, and enumeration
hEY 72 phases to identify threats. Additionally, it covers physical security concepts, enabling analysts to understand
security gaps beyond just the digital landscape.
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¢ Attacks and Exploits: This extensive topic trains cybersecurity analysts to analyze data and prioritize

attacks. Analysts will learn how to conduct network, authentication, host-based, web application, cloud,
bEY 73 wireless, and social engineering attacks using appropriate tools. Understanding specialized systenms and
automating attacks with scripting will also be emphasized.

¢ Reconnaissance and Enumeration: This topic focuses on applying information gathering and enumeration

techniques. Cybersecurity analysts will learn how to modify scripts for reconnaissance and enumeration
ey 74 purposes. They will also understand which tools to use for these stages, essential for gathering crucial
mnformation before performing deeper penetration tests.

¢ Engagement Management: In this topic, cybersecurity analysts learn about pre-engagement activities,
collaboration, and communication in a penetration testing environment. The topic covers testing

hEY 75 frameworks, methodologies, and penetration test reports. It also explains how to analyze findings and

recommend remediation effectively within reports, crucial for real-world testing scenarios.

CompTIA PenTest+ Exam 58 %€ PT0-003 58 5k [ &8 (Q239-Q244):
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A tester runs an Nmap scan against a Windows server and receives the following results:
Nmap scan report for win_dns.local (10.0.0.5)

Host is up (0.014s latency)

Port State Service

53/tcp open domain

161/tcp open snmp

445/tcp open simb-ds

3389/tcp open rdp

‘Which of the following TCP ports should be prioritized for using hash-based relays?

A0
B.1
C.2
D.3

IEf#: B

R -

Port 445 is used for SMB (Server Message Block) services, which are commonly targeted for hash-based relay attacks like NTLM
relay attacks.

* Understanding Hash-Based Relays:

* NTLM Relay Attack: An attacker intercepts and relays NTLM authentication requests to another service, effectively performing
authentication on behalf of the victim

* SMB Protocol: Port 445 is used for SMB/CIFS traffic, which supports NTLM authentication.

* Prioritizing Port 445:

* Vulnerability: SMB is often targeted because it frequently supports NTLM authentication, making it susceptible to relay attacks.
* Tools: Tools like Responder and NTLMRelayX are commonly used to capture and relay NTLM hashes over SMB.

* Execution:

* Capture Hash: Use a tool like Responder to capture NTLM hashes.

* Relay Hash: Use a tool like NTLMRelayX to relay the captured hash to another service on port

445,

* References from Pentesting Literature:

* Penetration testing guides frequently discuss targeting SMB (port 445) for hash-based relay attacks.

* HTB write-ups often include examples of NTLM relay attacks using port 445.

Step-by-Step ExplanationReferences:

* Penetration Testing - A Hands-on Introduction to Hacking

* HTB Official Writeups

B #240



A company has hired a penetration tester to deploy and set up a rogue access point on the network.
Which of the following is the BEST tool to use to accomplish this goal?

A. Kismet

B. Aircrack-ng
C. Wifite

D. Wireshark

Ef#: B
RN -

Reference:
httpsy/mull-byte. wonderhowto.com’how-to/hack-wi-fi-stealing-wi- fi- passwords-with-evil- twin-attack-0183880/
https/thecybersecurityman.cony2018/08/1 1/creating-an-evil- twin-or- fake-access-point-using-aircrack-ng-and-

HMA #241
A penetration tester is enumerating shares and receives the following output:

Which of the following should the penetration tester enumerate next?

A. notes
B. print$
C. hone
D. dev

Ef#: D

fERL:

The output displayed is typical of what one might see when using a tool like smbclient or enunélinux to list shared directories on a
system that uses the SMB (Server Message Block) protocol. Here's a brief overview of the shared resources that have been found:
1.print$ - This share is generally used for printer drivers.

2.home - Could be a user's home directory, usually requires authentication.

3.dev - Suggests a development environment, possibly containing code, scripts, or tools that could be useful for flrther penetration.
4.notes - This has read and write permissions and could contain information such as user notes or documentation.

While all these shares could potentially provide valuable information, the dev share stands out for several reasons:

*Development Environment: As it seems to be a development share, it may contain scripts, tools, or code repositories which could
be less secure than production environments and possibly contain sensitive information such as hardcoded credentials, configuration
files, or backup files.

*Standard Names: Shares like print$ and home are common and are likely to be properly secured or to contain less sensitive
mformation.

*Writable Share: The notes share is also interesting because it has read and write permissions, which could be exploited to upload
malicious files or modify existing ones. However, the potential for finding exploitable material or sensitive information might be higher
with the dev share.

In penetration testing, the goal is to find the path of least resistance that provides the highest potential for deeper access or sensitive
information discovery. The dev share represents a target that could yield such information or further avenues for exploitation, making
it the next logical step for enumeration.

HR #242
An organization is using Android mobile devices but does not use MDM services. Which of the following describes an existing risk
present in this scenario?

A. Unsigned applications can be installed.

B. Device log facility does not record actions.
C. Push notification services require internet.
D. End users have root access by default.

EfE: A

A -
The risk present in an organization using Android mobile devices without Mobile Device Management (MDM) services is that



unsigned applications can be installed. Without MDM, there are fewer controls over the installation of applications, which increases
the risk of installing malicious or unauthorized applications. MDM services typically provide a way to enforce application signing
policies, preventing the installation of unsigned apps.

P #243
During a security assessment, a penetration tester gains access to an internal server and manipulates some data to hide its presence.

Which of'the following is the best way for the penetration tester to hide the activities performed?

A. Reduce the log retention settings.
B. Modify the system time.

C. Clear the Windows event logs.
D. Alter the log permissions.

Ef#: C

R -

During a penetration test, one of the critical steps for maintaining access and covering tracks is to clear evidence of the attack.
Manipulating data to hide activities on an internal server involves ensuring that logs and traces of the attack are removed. Here's a
detailed explanation of why clearing the Windows event logs is the best method for this scenario:

Understanding Windows Event Logs: Windows event logs are a key forensic artifact that records system, security, and application
events. These logs can provide detailed information about user activities, system changes, and potential security incidents.

Why Clear Windows Event Logs:

Comprehensive Coverage: Clearing the event logs removes all recorded events, including login attempts, application errors, and
security alerts. This makes it difficult for an nvestigator to trace back the actions performed by the attacker.

Avoiding Detection: Penetration testers clear event logs to ensure that their presence and activities are not detected by system
administrators or security monitoring tools.

Method to Clear Event Logs:

Use the built-in Windows command line utility wevtutil to clear logs. For example:

shell

Copy code

wevtutil cl System

wewtutil ¢l Security

wevtutil cl Application

These commands clear the System, Security, and Application logs, respectively.

Alternative Options and Their Drawbacks:

Modify the System Time: Changing the system time can create confusion but is easily detectable and can be reverted. It does not
erase existing log entries.

Alter Log Permissions: Changing permissions might prevent new entries but does not remove existing ones and can alert
administrators to suspicious activity.

Reduce Log Retention Settings: This can limit future logs but does not affect already recorded logs and can be easily noticed by
admunistrators.

Case Reference:

HTB Writeups: Many Hack The Box (HTB) writeups demonstrate the importance of clearing logs post-exploitation to maintain
stealth. For example, in the "Gobox" and "Writeup" machines, maintaining a low profile mvolved managing log data to avoid
detection.

Real-World Scenarios: In real-world penetration tests, attackers often clear logs to avoid detection by forensic investigators and
mcident response teams. This step is crucial during red team engagements and advanced persistent threat (APT) simulations.

In conclusion, clearing Windows event logs is a well-established practice for hiding activities during a penetration test. It is the most
effective way to remove evidence of the attack from the system, thereby maintaining stealth and ensuring that the tester’s actions
remain undetected.
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