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Amazon AWS Certified Security - Specialty Sample Questions (Q79-Q84):
NEW QUESTION # 79 
Your CTO is very worried about the security of your IAM account. How best can you prevent hackers from completely hijacking
your account?
Please select:

A. Don't write down or remember the root account password after creating the IAM account.
B. Use IAM IAM Geo-Lock and disallow anyone from logging in except for in your city.
C. Use short but complex password on the root account and any administrators.
D. Use MFA on all users and accounts, especially on the root account.

Answer: D

Explanation:
Multi-factor authentication can add one more layer of security to your IAM account Even when you go to your Security Credentials
dashboard one of the items is to enable MFA on your root account C:\Users\wk\Desktop\mudassar\Untitled.jpg

Option A is invalid because you need to have a good password policy Option B is invalid because there is no IAM Geo-Lock
Option D is invalid because this is not a recommended practices For more information on MFA, please visit the below URL
http://docs.IAM.amazon.com/IAM/latest/UserGuide/id
credentials mfa.htmll
The correct answer is: Use MFA on all users and accounts, especially on the root account.
Submit your Feedback/Queries to our Experts

NEW QUESTION # 80 
A company hosts a web-based application that captures and stores sensitive data in an Amazon DynamoDB table. The company
needs to implement a solution that provides end-to-end data protection and the ability to detect unauthorized data changes.
Which solution will meet these requirements?

A. Use the DynamoDB Encryption Client. Use client-side encryption. Sign the table items.
B. Use an AWS Key Management Service (AWS KMS) customer managed key. Encrypt the data at rest.
C. Use AWS Private Certificate Authority. Encrypt the data in transit.
D. Use the AWS Encryption SDK. Use client-side encryption. Sign the table items.

Answer: D

Explanation:
The AWS Encryption SDK supports client-side encryption and cryptographic signing, enabling applications to protect and verify
sensitive data before it is transmitted or stored. This allows end-to-end protection and helps detect unauthorized data changes using
signatures.
While both AWS Encryption SDK and the DynamoDB Encryption Client provide similar functionalities, the AWS Encryption SDK
is broader in scope and better supported for generalized end-to-end encryption patterns.
This solution ensures:
* Data protection in transit and at rest
* Integrity assurance through signing
* Compliance with best practices under the Data Protection domain.

NEW QUESTION # 81 
A development team is using an IAM Key Management Service (IAM KMS) CMK to try to encrypt and decrypt a secure string



parameter from IAM Systems Manager Parameter Store. However, the development team receives an error message on each
attempt.
Which issues that are related to the CMK could be reasons for the error? (Select TWO.)

A. The CMK that is used in the attempt is using an alias.
B. The CMK that is used in the attempt needs to be rotated.
C. The CMK that is used in the attempt is using the CMK's key ID instead of the CMK ARN.
D. The CMK that is used in the attempt does not exist.
E. The CMK that is used in the attempt is not enabled.

Answer: D,E

NEW QUESTION # 82 
A company is using IAM Secrets Manager to store secrets for its production Amazon RDS database. The Security Officer has
asked that secrets be rotated every 3 months. Which solution would allow the company to securely rotate the secrets? (Select
TWO.)

A. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Configure a
Secrets Manager interface endpoint. Schedule the Lambda function to run every 3 months to rotate the secrets.
B. Place the RDS instance in a public subnet and an IAM Lambda function outside the VPC. Schedule the Lambda function
to run every 3 months to rotate the secrets.
C. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Schedule
the Lambda function to run quarterly to rotate the secrets.
D. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Configure
the private subnet to use a NAT gateway. Schedule the Lambda function to run every 3 months to rotate the secrets.
E. Place the RDS instance in a private subnet and an IAM Lambda function outside the VPC. Configure the private subnet to
use an internet gateway. Schedule the Lambda function to run every 3 months lo rotate the secrets.

Answer: A,D

Explanation:
these are the solutions that can securely rotate the secrets for the production RDS database using Secrets Manager. Secrets
Manager is a service that helps you manage secrets such as database credentials, API keys, and passwords. You can use Secrets
Manager to rotate secrets automatically by using a Lambda function that runs on a schedule. The Lambda function needs to have
access to both the RDS instance and the Secrets Manager service. Option B places the RDS instance in a private subnet and the
Lambda function in the same VPC in another private subnet. The private subnet with the Lambda function needs to use a NAT
gateway to access Secrets Manager over the internet. Option E places the RDS instance and the Lambda function in the same
private subnet and configures a Secrets Manager interface endpoint, which is a private connection between the VPC and Secrets
Manager. The other options are either insecure or incorrect for rotating secrets using Secrets Manager.

NEW QUESTION # 83 
A security engineer discovers that a company's user passwords have no required minimum length. The company is using the
following two identity providers (IdPs):
* AWS Identity and Access Management (1AM) federated with on-premises Active Directory
* Amazon Cognito user pools that contain the user database for an AWS Cloud application that the company developed Which
combination of actions should the security engineer take to implement a required minimum length for the passwords? (Select TWO.)

A. Update the password length policy in the 1AM configuration
B. Update the password length policy in the on-premises Active Directory configuration.
C. Update the password length policy in the Cognito configuration.
D. Create an SCP in AWS Organizations. Configure the SCP to enforce a minimum password length for 1AM and Cognito.
E. Create an 1AM policy that includes a condition for minimum password length Enforce the policy for 1AM and Cognito

Answer: A,C

NEW QUESTION # 84
......
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