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AE#11
Choose the tools and technologies that assist in aggregating and analyzing telemetry data from disparate resources in an enterprise
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environment.
Response:

A. Threat intelligence platforms

B. Physical security systems

C. Network intrusion detection systems
D. Log management systems

He: ACD

AEE#12
Which protocol is used by macOS for system-wide logging and how is it accessed?
Response:

A. ASL, accessed through Console

B. SMB; accessed through Terminal

C. NFS, accessed through System Preferences
D. Syslog, accessed through Console

Heg: A

AR #13

Which of the following are valid security features in Linux?
(Muttiple Correct Answers)

Response:

¢ A FirewalD

e B. SELimx

e C. Time Machine
e D. iptables

e E. AppArmor

HY: BD.E

A2 #14
In a cloud-based incident response, which tool is commonly used to analyze network traffic to and froma cloud environment?
Response:

A. Wireshark

B. Microsoft Excel
C. Splunk

D. Adobe Acrobat

o
m

: A

AE#15
What is the best approach to manage comnunication during a high-profile incident response operation?
Response:

A. Centralized communication through a designated spokesperson to minimize misinformation
B. Periodic updates through the company newsletter

C. Using public social media platforms for rapid dissemmnation

D. Decentralized communication where all team members inform stakeholders directly

HE: A
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