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EE#16

Install Helm Chart

Task information Details:

Add the Helm repository do280-repo and install the example-app release from the specified chart.

HE:

MY

See the solution below in Explanation.

Explanation:

Solution:

* Add the reposttory:

helm

repo add do280-repo http://helm ocp4.example.convcharts
* Refresh repositories:

helmrepo update
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* Install the chart:

helm install example-app do280-repo/etherpad

* Verify:

helm list

oc get all

Notes:

* The uploaded lab text appears to spell the chart name incorrectly as ehterpad.

* In practice, use the actual chart name published in the repo. Ifthe lab repo truly contains the typo, follow the repo index resuilt.
This task tests Helm repository management and application deployment.

AE#17

Autoscale of Pods

Task information Details:

Create an HPA for httpd with min=2 , max=9 , and CPU target 60% .

Set resource requests on the httpd deployment so autoscaling can function properly.

HE:

dE:

See the solution below in Explanation.

Explanation:

Solution:

* Set resource requests on the deployment:

oc set resources deployment httpd --requests=cpu=50mmemory=100Mi
* Create the HPA:

oc autoscale deployment httpd --min=2 --max=9 --cpu-percent=60

* Verify:

oc get hpa

oc describe hpa httpd

oc get deployment httpd -0 yaml

Why resource requests matter:

* HPA CPU utilization is calculated against requested CPU.

* Without requests, percentage-based autoscaling is incomplete or invalid.
This task focuses on autoscaling prerequisites and policy creation.

A2 #18

Create a PV and PVC

Task information Details:

Create a PersistentVolume named landing-pv with 1Gi, ReadOnlyMany , NFS backend, and Retain reclaim policy.
Create a PersistentVolumeClaim named landing-pve requesting 1Gi, ReadOnlyMany , and storage class nfs2 .

He:

ME:

See the solution below in Explanation.
Explanation:

Solution:

* Create landing-pv.yaml:
apiVersion: vl

kind: PersistentVolume
metadata:

name: landing-pv

spec:

capacity:

storage: 1Gi
accessModes:

- ReadOnlyMany

nfs:



path: /open001

server: 192.168.2.2
persistentVolumeReclaimPolicy: Retain
* Apply it:

oc apply -flanding-pv.yaml
* Create landing-pve.yaml:
apiVersion: vl

kind: PersistentVolumeClaim
metadata:

name: landing-pve

spec:

accessModes:

- ReadOnlyMany

resources:

requests:

storage: 1Gi
storageClassName: nfs2

* Apply it:

oc apply -flanding-pve.yaml
* Verify:

oc get pv

oc get pve

oc describe pv landing-pv
oc describe pvc landing-pve
This task validates persistent storage provisioning and claim binding concepts.

A2 #19

Create Secure Route in Quart Project

Task information Details:

Create an edge route named htquart for service httpd , using the specified hostname and TLS certificate/key files.

He:

M.

See the solution below in Explanation.
Explanation:

Solution:

* Switch to the quart project:

oc project quart

* Create the secure route:

oc create route edge htquart \

--service=httpd \
--hostname=quart.apps.ocp4.example.com \
--cert=./req.crt\

--key=./req.key

* Verify:

oc get route htquart

oc describe route htquart

* Test resolution and access if DNS is available:
curl -k httpsv/quart.apps.ocp4.example.com
This task checks route exposure, TLS termination, and secure ingress administration.

EE #20

Configure a secure route

Configure the oxcart application in the area5S1 project with the following requirements:

The application uses a route called oxcart

The application uses a CA signed certificate with the following subject fields:

/C=US/ST=NV/L=Hiko/O=CIA/OU=US AF/CN=classified.apps.domainxx.example.com The application is reachable only at the



following address: https/classified.apps.domainxx.example.com The application produces output A utility script called newcert has
been provided to create the CA signed certificate. You may enter the certificate parameters manually or pass the subject as a
parameter.

Your certificate signing request will be uploaded to the CA where it will immediately be signed and then downloaded to your current
directory.

e

Y.

See the solution below in Explanation.

Explanation:

Solution:

$ oc project area51

$ oc get pods

$ oc get all | grep deployment

$ oc get route

$ oc delete route oxcart

$ openssl genrsa -out ex280.key 2048

$ openssl req -new -key ex280.key -out ex280.csr -subj "/C=US/ST=NV/L=Hiko/O=CIA/OU=USAF
/CN=classified.apps.domainxx.example.com’”

$ openssl x509 -req -in ex280.csr -signkey ex280.key -out ex280.crt

$ oc create route edge oxcart --service oxcart --key ex280.key --cert ex280.crt --hostname classified.apps.
domainxx.example.com

$ oc get route

$ oc get sve
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