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¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Topic 1 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

Topic 2

e Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Topic 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
Topic 4 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q121-Q126):

NEW QUESTION # 121
You have a Microsoft 365 ES subscription that contains the users shown in the following table.

Which users will Microsoft Purview insider risk management flag as potential high-impact users?

A. User2 and User3 only

B. Userl, User2, and User3 only
C. Userl, User2, User3, and User4
D. Userl and User2 only

Answer: C

Explanation:

Microsoft Purview Insider Risk Management flags high-impact users based on various risk factors, including role, access to
confidential data, and influence within an organization. Let's analyze each user:

User] (Regional Manager, assigned Reader role, manages department managers) Risk Factors:

*Holds a managerial position (regional manager).

*Manages multiple department managers, indicating organizational influence.

* Access to critical business information.

Flagged? - Yes (Managerial role and access to confidential data).

User2 (HR department manager, no Microsoft Entra roles, manages HR department users) Risk Factors:
*Manages HR department users, meaning they likely handle sensitive employee data.

*HR roles are often considered high-risk due to access to personal and payroll data.

Flagged? - Yes (HR role and access to sensitive employee data).
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User3 (Developer, reports to User2, only user in compliance, assigned Compliance Administrator role) Risk Factors:
*Compliance Administrator role grants access to sensitive security and regulatory data.

*Only person in the compliance department, meaning they hold a critical role.

*Potentially high impact on compliance and security settings.

Flagged? - Yes (Privileged Compliance Administrator role).

User4 (Assistant to User1, no Entra roles, handles confidential data on behalf of User1) Risk Factors:

*Handles a high volume of confidential data on behalf of a regional manager.

* Assistants with access to sensitive data are considered mnsider risk candidates.

Flagged? - Yes (High access to sensitive information).

Since all four users fit high-impact criteria (managerial roles, privileged compliance access, handling sensitive data), Microsoft
Purview Insider Risk Management will flag all of them.

NEW QUESTION # 122
You have a Microsoft 36S ES subscription that contains the devices shown in the following table.

You plan to implement inside' risk management and capture forensic evidence Which devices support the collection of forensic
evidence, and what should you do lo prepare each supported device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:

NEW QUESTION # 123

You have a Microsoft J65 ES subscription.

You need to create a Microsoft Defender for Cloud Apps policy that will detect data loss prevention (DIP) violations. What should
you create?

A. afile policy
B. a session policy
C. an access policy

D. an activity policy
Answer: A

NEW QUESTION # 124

Hotspot Question

You have a Microsoft 365 E5 tenant that contains a trainable classifier named Classifier].

You need to increase the accuracy of Classifier1. The solution must use the principle of least privilege.

Which feature should you use and to which role group should you be added? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Content Explorer

Increase classifier accuracy

Classifiers, like sensitive information types (SIT) and trainable classifiers are used in various kinds of policies to identify sensitive
information. Like most such models, sometimes they identify an item as being sensitive that isn't. Or, they may not identify an item as
being sensitive when it actually is. These are called false positives and false negatives.

Box 2: Compliance data administrator

Permissions

In order to get access to the content explorer tab, an account nmust be assigned membership in any one of these roles or role groups.
Microsoft 365 role groups



Global admunistrator

Compliance admmistrator

Security administrator

*-> Compliance data administrator

Reference:
httpsz/leam.microsoft.com/en-us/microsoft-365/compliance/data- classification- increase-accuracy
httpsz/leam.microsoft.com/en-us/microsoft- 365/compliance/data- classification-content-explorer

NEW QUESTION # 125

HOTSPOT

You have a Microsoft 365 subscription.

You plan to deploy an audit log retention policy.

You need to performa search to validate whether the policy will be applied to the intended entries.

Which two fields should you configure for the search? To answer, select the appropriate fields in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

To validate whether an audit log retention policy will apply to the intended entries, you should configure the following fields:

# Date and time range (UTC) ensures that you are searching for audit logs within the time period when the policy should be applied.
Audit logs are time-sensitive, and policies affect logs based on their timestamp.

# Record types allows you to filter and search for specific audit log categories (e.g., Exchange, SharePoint, Teams, etc.) that are
affected by the retention policy. Selecting the correct record type ensures that the policy is evaluated against the relevant data.

NEW QUESTION # 126
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