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e Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
=x 1 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing

hash management actions like blocking, allowlisting, and exclusions.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
FH 2 applying its tactics and techniques within Falcon to provide context to detections.

¢ Event Search: This domain focuses on performing advanced event searches from detections, refining
FH 3 searches using event actions, and distinguishing between commonly used event types.

¢ Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
A 4 Domain Search to gather intelligence during investigations.
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A responder is analyzing a file's prevalence. If the data shows "Local: High' and 'Global: Unique', which of the following is the most
likely conclusion?
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A. The file is a known commodity tool used by many different actors.
B. The file is a standard Windows system component.

C. The file is common off-the-shelf malware seen globally.

D. The file is internally developed software unique to the organization.
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HAE #130
Which is TRUE regarding a file released from quarantine?

A. Tt will not generate future machine learning detections on the associated host
B. It is deleted

C. No executions are allowed for 14 days after release

D. It is allowed to execute on all hosts
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AR #131
In the Falcon console, detections can be automated or manual. Which of the following options represents a manual detection?

A. A Falcon Overwatch-pushed detection.

B. A detection matched against a known Intelligence I0C.
C. A detection triggered by the Machine Learming engine.
D. A detection based on a Custom IOA.
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AE #132
‘When navigating the main 'Detections' page, several filters are available in the dropdown menu. Which of the following is NOT a
filter available in this menu?

A. Location tag
B. Tactic

C. Status

D. Severity
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A2 #133
Which of the following tactic and technique combinations is sourced from MITREATT AND CKinformation?

A. Credential Access via OS Credential Dumping
B. Falcon Intel via Intelligence Indicator - Domain
C. Malware via PUP

D. Machine Learning via Cloud-Based ML
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