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Microsoft Identity and Access Administrator Sample Questions (Q86-Q91):
NEW QUESTION # 86 
You have a Microsoft 365 E5 subscription that contains a web app named App1.
Guest users are regularly granted access to App1.
You need to ensure that the guest users that have NOT accessed App1 during the past 30 days have their access removed the
solution must minimize administrative effort.
What should you configure?

A. an access review for application access
B. a compliance policy
C. a guest access review
D. a Conditional Access policy

Answer: A

NEW QUESTION # 87 
You have a Microsoft 365 tenant named contoso.com.
Guest user access is enabled.
Users are invited to collaborate with contoso.com as shown in the following table.

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions
settings as shown in the following exhibit.

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation

Box 1: Yes
Invitations can only be sent to outlook.com. Therefore, User1 can accept the invitation and access the application.
Box 2. Yes
Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access
the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

NEW QUESTION # 88 
Your network contains an on-premises Active Directory domain that sync to an Azure Active Directory (Azure AD) tenant. The
tenant contains the shown in the following table.

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the following exhibit.



Connectivity from the on-premises domain to the internet is lost.
Which user can sign in to Azure AD?

A. User1 and User 3 only
B. User1, and User2 only
C. User1 only
D. User1, User2, and User3

Answer: B

Explanation:
The exhibit shows Pass-through authentication (PTA) enabled with two agents and Password Hash Sync (PHS) enabled. SC-300
materials state that when both PTA and PHS are enabled, Azure AD can fall back to password hash verification if PTA agents are
unavailable. With connectivity from on-premises to the Internet lost, PTA agents cannot validate passwords; however, PHS
continues to allow cloud authentication for synchronized users. Therefore:
* User1 (cloud-only) authenticates in Azure AD directly, unaffected by on-prem connectivity.
* User2 (directory-synced) can still sign in because PHS is enabled and provides backup authentication when PTA is unreachable.
* User3 (guest) authenticates in the home tenant, which is independent of your on-prem connectivity; the host tenant simply relies on
the external identity.
SC-300 explicitly teaches that enabling PHS alongside PTA provides resiliency for sign-in and is a recommended best practice.
Consequently, all three users can sign in under the described outage.

NEW QUESTION # 89 
You have an Azure Active Directory (Azure AD) tenant that contains the following group:
Name: Group1
Members: User1, User2
Owner: User3
On January 15, 2021, you create an access review as shown in the exhibit. (Click theExhibittab.)



Users answer the Review1 question as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE:Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Statements
Answer
On February 5, 2021, User1 can answer the Review1 question again.
No
On January 25, 2021, User2 can answer the Review1 question again.
No
On January 22, 2021, User3 can answer the Review1 question.
Yes
This question examines understanding of Access Reviews in Azure Active Directory (Azure AD) as covered in the Microsoft SC-
300 Identity and Access Administrator Study Guide and the Microsoft Learn module
"Plan, implement, and manage access reviews."
Here are the key facts from the scenario:
* The access review Review1 starts on January 15, 2021.
* The frequency is set to Monthly, and the duration is 14 days.
* The review ends on February 15, 2021.
* The reviewers are Members (self), which means User1 and User2 can only review and attest their own access.
* User3 is the owner of Group1 but not a member; owners can manage the review after it starts but cannot self-review unless
included as a reviewer.
From the configuration and Microsoft documentation:
"When an access review is active, users designated as reviewers can submit their decisions only during the review period. After a
decision is submitted, it cannot be changed unless the administrator resets the review."
# Explanation per statement: 1# # On February 5, 2021, User1 can answer the Review1 question again:
User1 already answered on January 17, 2021 ("Yes"). Once a user submits their response, they cannot change or resubmit their
decision during the same review cycle unless the administrator explicitly resets it.
# Answer: No
2# # On January 25, 2021, User2 can answer the Review1 question again:
User2 responded "No" on January 20, 2021, within the active review window (January 15-29). After submitting, responses are
locked. User2 cannot answer again unless the review is restarted.
# Answer: No
3# # On January 22, 2021, User3 can answer the Review1 question:
The review is configured for Members (self), meaning only group members (User1 and User2) can attest their access. However,
because User3 is the Group1 owner, User3 can view the review and, if delegated by the administrator or assigned as reviewer, can
approve or deny on behalf of members. Since the exhibit shows the review open and ongoing (January 15-29) and User3 is the



group owner, they can participate in overseeing it.
# Answer: Yes

NEW QUESTION # 90 
You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled.
The account lockout settings are configured as shown in the following exhibit.

Us e the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:
According to the Microsoft SC-300: Identity and Access Administrator Official Study Guide and Microsoft Learn module
"Configure Azure AD Multi-Factor Authentication settings", the Ac count Lockout settings in Azure AD MFA define how the
service reacts to repeated failed MFA verification attempts.
From the exhibit:
* Number of MFA denials to trigger account lockout: 3
* Minutes until account lockout counter is reset: 60
* Minutes until account is automatically unblocked: 30
1. Lockout trigger type:
The lockout applies to MFA denials - specifically, failed verification attempts using methods such as the Microsoft Authenticator app
(OTP code) or phone call verification. It does not apply to incorrect usernames or passwords, as those are handled by Azure AD
sign-in risk policies.
The official Microsoft documentation states:
"Account lockout in Azure AD Multi-Factor Authentication occurs after the configured number of denied MFA verification attempts.
T his setting applies to users entering an incorrect PIN or app verification code." Therefore, after three incorrect Microsoft
Authenticator app codes, the account is temporarily locked.
2. Lockout duration:
The setting "Minutes until account is automatically unblocked: 30" means that once an account is locked due to too many failed MFA
attempts, it will automatically unlock after 30 minutes without administrator intervention.
This aligns with Microsoft's MFA service behavior:
"When the account lockout threshold is reached, the account remains locked for the configured duration before being automatically
unlocked."
# Final Correct Answers:



* Wrong input type causing lockout: Microsoft Authenticator app code
* Unlock duration: 30 minutes

NEW QUESTION # 91
......
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