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HA #87

A security responder is investigating a detection where a low-privileged process attempted to manipulate a system token to gain
administrative rights. Within the specific terminology used by the Falcon console,

"Privilege Escalation' is classified as a:

A. Objective
B. Tactic

C. Technique
D. Indicator

Ef#: B

HM #88
‘When you configure and apply an IOA exclusion, what impact does it have on the host and what you see in the console?

e A The process specified is not sent to the Falcon Sandbox for analysis
¢ B. The sensor will stop sending events from the process specified in the regex pattern


https://www.xhs1991.com/CCFR-201b.html
https://www.passtest.jp/CrowdStrike/CCFR-201b-shiken.html
https://www.jptestking.com/CCFR-201b-exam.html
https://www.topexam.jp/CCFR-201b_shiken.html

e C. The associated detection will be suppressed and the associated process would have been allowed to run
e D. The associated IOA will still generate a detection but the associated process would have been allowed to run

IEf: C

H #89
Which of'the following statements about the "Hash Search' (Single Search) is TRUE?

A. The 'Hash Written History' section is only available for SHA256 hashes.
B. It is primarily used to isolate a host from the network.

C. It can search for both files and registry keys simultaneously.

D. It identifies the geographical location of the file's creator.

F
=

: A

HM #90
The Falcon sensor can automatically upload quarantined files to the CrowdStrike Cloud for further analysis.
What is the maximum size allowed for a quarantined file to be uploaded?

A. 32MB
B. 128MB
C. 10MB
D. 64MB

M
R

: A

H #91
Responders must understand the limitations and capabilities of custom rules. Which of the following statements about custom IOAs
is FALSE?

A. They allow for pattern matching using wildcards or specific strings.

B. They can be used to monitor or block specific command-line strings.

C. A Custom IOA rule group can only be applied to one single prevention policy.
D. They can generate 'Informational' detections if set to the "Monitor' action.

EfE: C
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