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M #186

Your company has offices in 10 countries.

You have a Microsoft 365 subscription that contains 1,000 users. Each user is assigned a Microsoft 365 ES license.

You plan to deploy a compliance assessment solution. The solution must meet the following requirements:

* Ensure that compliance is assessed based on the regulations of the country of each office.

* Provide improvement action guidance to ensure compliance of the subscription.

You need to recommend the service that should be used to perform the assessments, and identify additional costs that will be
mcurred. What should you recommend and what should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Use: i ]
Microsoft Defender for-Gloud regulatory compliance

Microsoft Purview Audit (Premium)
Microsoft Purview Compliance Manager

Micrasoft Priva Privacy Risk Management

Additional costs: E_ . " . . bt
Microsoft Priva Privacy Risk Management licenses
|Micm50i’t Purview Data Map capacity units

ﬂ . C Microsoft Syntex pay-as-you-go billing
YilTaldalYaln )
" v ] L & { O '\‘-_z) klchses for premium regulatory templates
EE:
fE L
Answer Ared
>
Microsoft Defender for Cloud regulatory compliance
_ Microsoft Purview Augit(Premium) _
"' Microsoft PutviéwCompliance Manager !
______________ Jd
Microgoft Priva Privacy Risk Management
Additional costs: [ o . . - b
Microsoft Priva Privacy Risk Management licenses
|Microsoﬂ Purview Data Map capacity units
Microsoft Syntex pay-as-you-go billing
| Licenses ﬂ)r;r;mTua r;gala?o§ tngJIeEes- -;
L o = e = == = == == == == e = e = = =
Explanation:
Answer Area
Use: Microsoft Purview Compliance Manager >
Additional costs:  Licéhse$ for premium requlatory templates . J} fa
Microsoft
R #187

You have a Microsoft 365 subscription that contains 500 users. Each user is assigned a Microsoft 365 ES license and uses a
Windows device. Microsoft Purview data loss prevention (DLP) policies are applied to Microsoft Exchange Online email and
SharePoint Online sites. You plan to monitor the usage of third-party generative Al apps by using Microsoft Purview Data Security
Posture Management for Al (DSPM for Al).

What should you do first?

A. Onboard all endpoint devices to Microsoft Purview.

B. Enable Microsoft Purview insider risk management for all the users.

C. Configure Microsoft Purview data connectors for the generative Al apps.
D. License all the users for Microsoft 365 Copilot.

Ef#: A

E M #188
You have a Microsoft 365 E5 subscription and an Azure subscripts You need to evaluate the existing environment to increase the



overall security posture for the following components:
* Windows 11 devices managed by Microsoft Intune

* Azure Storage accounts
* Azure virtual machines

‘What should you use to evaluate the components? To answer, select the appropriate options in the answer area.

| 3 —
s

. : 2

Microsoft Sentinel

Azure virtual machines:
Microsoft 365 comphance center
Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

Azure Storage accounts:
Microsoft 365 compliance center

Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

H #189
Hotspot Question

W e e o me e e

Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

Azure Storage accounts:
Microsoft 365 compliance center
Microsoft 365 Defender
Microsoft Defender for Cloud

Microsoft Sentinel

Your network contains an Active Directory Domain Services (AD DS) domain named Domainl.

You have a Microsoft Entra tenant.

Domainl syncs with the tenant by using Microsoft Entra Connect.
Youneed to evaluate Microsoft Entra smart lockout by testing the following account lockout considerations:
- The number of failed sign-in attempts that trigger a lockout

- The duration of the lockout

‘What should you use to test each consideration? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



MRWET MTO

"he number of failed sign-in attempts that trigger a lockout: ~ v
AD'DS only
Microsoft Entra ID only
| AD DS and Microsoft Entra ID

The duration of the lockout: -
AD DS only
Microsoft Entra ID only
AD DS and Microsoft Entra ID

Ef#:
AR -
Answer Area
The number of failed sign-in attem pts that trigger a lockout: ' >
tAD DS only
Microsoft Entra ID only
AD DS and Microsoft Entra ID |
ITRe duration@ftfie lockout: b
AD DS only
Microsoft Entra 1D only
AD DS and Microsoft EntralD |
Explanation:

Box 1: AD DS and Microsoft Entra ID

The number of failed sign-in attempts that trigger a lockout.

Smart lockout can be integrated with hybrid deployments that use password hash sync or pass- through authentication to protect on-
premises Active Directory Domain Services (AD DS) accounts from being locked out by attackers. By setting smart lockout
policies in Microsoft Entra ID appropriately, attacks can be filtered out before they reach on-premises AD DS.

‘When using pass-through authentication, the following considerations apply:

* The Microsoft Entra lockout threshold must be less than the AD DS account lockout threshold.

Set the values so that the AD DS account lockout threshold is at least two or three times greater than the Microsoft Entra lockout
threshold.

* The Microsoft Entra lockout duration must be longer than the AD DS account lockout duration.

The Microsoft Entra duration is set in seconds, while the AD DS duration is set in minutes.

Tip

This configuration ensures Microsoft Entra smart lockout stops your on-premises AD DS accounts from being locked out by brute
force attacks, like password spray attacks on your Microsoft Entra accounts.

Box 2: AD DS and Microsoft Entra ID

The duration of the lockout.

Reference:

httpsy/learn.microsoft.com/en-us/entra/identity/authentication/howto-password-smart-lockout

E #190

You have an Azure subscription.

Youplan to inplement Azure Synapse Analytics SQL dedicated pools and SQL serverless pools.

You need to recommend a solution to provide additional encryption-at-rest security for each type of pool. The solution must use
customer-managed keys, whenever possible.

What should you recommend for each pool type? To answer, drag the appropriate recommendations to the correct pool types.
Each recommendation may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to view content.

NOTE: Each correct selection is worth one point.



Answer Area

L ]
=MNicrosoft
Serverless SQL pool: | A2lite Storage infrastructure encryplion and Microsoft-managed keys

Azure Storage infrastructure encryption am‘“.‘hcrosoﬁ -managed keys
Transparent Data Encryption (TDE) and customersmanaged keys
| Transparent Data Encryption (IDEfand Micresoft-managed keys

Dedicated SQL pool: _TranspasentiData Epcryption (TDE) and customer-managed keys w
Azure Stordge infrastructure encryption and Microsoft-managed keys

Transparent Data Encryption (TDE) and customer-managed keys
Transparent Data Encryption (TDE) and Microsoft-managed keys

EMt:
R

ATSWET Area

Serveriess SQL pool

| Transparent Data Encryption/{TDE] and Microsoft-managed keys

Dedicated S0L pool: _Transparent Data Eperyption (TDE) and customer-managed keys b
Azure Storage infrastructure encryption and Microsoft-managed keys

Explanation:
Answer Area *
m - (VHCrosoft
Serverless SOL pool: | Azure Storage infrastructure E-I‘fl‘_fp'!ll:!l‘l and Microsoft-managed keys ¥
Dedicated SQL pool:  Transparent Data Exignyption [E?E] and customer-managed keys i
HH #191
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