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AEH#15
Drag and drop the function on the left onto the mechanism on the right.

EE#16
A threat actor used a phishing email to deliver a file with an embedded macro. The file was opened, and a remote code execution
attack occurred in a company's infrastructure. Which steps should an engineer take at the recovery stage?

e A. Review access lists and require users to increase password complexity
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¢ B. Determine the systens involved and deploy available patches
o (. Identify the attack vector and update the IDS signature list
¢ D. Analyze event logs and restrict network access

HE: D

EE#17

An enmployee who often travels abroad logs in froma first-seen country during non-working hours. The SIEM tool generates an alert
that the user is forwarding an increased amount of emails to an external mail domain and then logs out. The investigation concludes
that the external domain belongs to a competitor. Which two behaviors triggered UEBA? (Choose two.)

A. increased number of sent mails

B. log in during non-working hours

C. email forwarding to an external domain
D. log in froma first-seen country

E. domain belongs to a competitor

HE:. BD
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The behaviors that triggered the User and Entity Behavior Analytics (UEBA) are the employee logging in during non-working hours
and froma first-seen country. UEBA systerns are designed to detect anomalies in user behavior that could indicate security threats.
Logging in from a new location, especially during unusual hours, deviates from the user's typical behavior patterns and raises flags
about potential unauthorized access or compromised credentials.

HE #18

A security architect is working in a processing center and must implement a DLP solution to detect and prevent any type of copy
and paste attempts of sensitive data within unapproved applications and removable devices. Which technical architecture must be
used?

A. DLP for removable data
B. DLP for data in use

C. DLP for data in motion
D. DLP for data at rest
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A2 #19
An engineer is analyzing a possible compromise that happened a week ago when the company? (Choose two.)

A. Wireshark
B. autopsy
C. SHAS12
D. firewall

E. IPS

Y. AB

=R

When analyzing a possible compromise that occurred in the past, tools like Wireshark and Autopsy can be instrumental. Wireshark
is a network protocol analyzer that can capture and display the data traveling back and forth on a network in real-time. It's useful for
understanding what happened during the compromise by analyzing the packets for signs of malicious activity. Autopsy is a digital
forensics platform that cananalyze hard drives and smartphones to recover evidence of a compromise, such as malware artifacts or
suspicious file changes. Both tools would provide an engineer with the necessary data to analyze the events leading up to and during
the compromise.
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